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Abstract—The primary objective behind the development of
Multipath TCP (MPTCP) is to aggregate throughput by creating
multiple sub-flows via different network interfaces. A difference
in end-to-end path characteristics for the sub-flows may generate
out of order segments, causing head of line (HOL) blocking at the
receiver. An intelligent selection of a subset of the available sub-
flows can reduce the number of out of order segments; thus sub-
flow selection can enhance the performance of MPTCP. In this
paper, we first propose a Markov model for the performance of
MPTCEP in terms of end-to-end sub-flow characteristics. Based on
the theoretical model, we present an optimization framework for
active sub-flow selection by exploiting the controller functionali-
ties over a software defined network (SDN) architecture. Finally,
experimental results are obtained to demonstrate performance
improvements of MPTCP in terms of aggregated throughput.

Keywords-MPTCP, Sub-flow selection, SDN

I. INTRODUCTION

Modern day devices are usually equipped with multiple
hardware interfaces that can be leveraged to satisfy the demand
for increasing traffic by aggregating the available bandwidth
at all interfaces. Multipath Transmission Control Protocol
(MPTCP) [1] has been proposed in the literature as an end-
to-end protocol for data-center and enterprise networks with
the availability of multi-interface networking devices, which
provides the support for bandwidth aggregation via concurrent
usage of different interfaces by creating multiple sub-sockets.
MPTCP initiates multiple sub-sockets via different interfaces
to aggregate the bandwidth.

The current Linux kernel implementation of MPTCP [2]
consists of three major modules: Path Manager, Segment
Scheduler, and Congestion Control Mechanism. The Path
Manager module manages the available sub-flows between the
end hosts. Currently, MPTCP has proposed two choices of path
manager. (a) Full-mesh path manager creates sub-sockets
for between all available pair of interfaces. On the other hand,
(b) ndiffports selects k sub-flows among all available sub-
flows, where £ is a user defined parameter. MPTCP Congestion
Control module manages congestion window for each sub-flow
separately. Several congestion control algorithms like Linked
Increase Algorithm (LIA) [3], Opportunistic Linked Increase
Algorithm (OLIA) [4], Balanced Linked Increase Algorithm
(BALIA) [5] etc. [6], [7] have been proposed for MPTCP.
Once the congestion window size for each path is decided,
segment scheduler takes the responsibility of scheduling the
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segments for the individual sub-flows. Round-Robin and lowest
RTT First are the two available segment scheduling strategies
described in the MPTCP standard.

The primary task of a segment scheduler is to reduce out
of order packets at the receiver. However, in a network, the
path characteristics (such as bandwidth, delay, loss rate, jitter
etc.) of the underlying sub-flows can be significantly different
as well as time varying. The differences in end-to-end path
characteristics of each active sub-flow may lead to an increase
in out of order segments delivered at the receiver. In [8],
the authors have tried to limit the receiver buffer in order to
decrease out of order segment delivery by employing network
coding. However, it has been found that, their implementation
violate MPTCP basic principle of do no harm objective [9].
On the other hand, [10] and [11] focuses on the segment
scheduling mechanism to avoid out of order segment genera-
tion. However, segment scheduling alone can not reduce out of
order delivery and may lead to Head of Line (HOL) blocking
at the receiver side [12]. HOL blocking increases delays and
packet drops. Thus, the number of spurious retransmission also
increases. Therefore, Cao et.al. [12] proposes a receiver buffer
aware path selection mechanism. However, like most of the
transport layer protocols, their implementation uses round trip
time (RTT) as a measure of path characteristics. In case of
MPTCP, one segment and its acknowledgment might follow
different paths. So, RTT is not a faithful estimate of a path
at the sender side. Therefore, relying on simple RTT driven
path characteristics leads to severe performance degradation
in MPTCP performance. In our previous work [13] we have
shown that MPTCP provides near optimal experience, when
the active sub-flows have similar path characteristics, as in
those cases RTT provides a good estimation. However, the
difference in delay, effective bandwidth, and loss rate can
significantly increase the number of out of order segments
at the receiver [14]. Therefore, we argue instead of relying on
the RTT, MPTCP must rely on end to end path characteristics.
Based on the end to end semantics, MPTCP path management
module must choose a set of sub-flows which can avoid HOL
blocking by reducing out of order delivery [15].

Therefore, in this paper, we propose a Software Defined
Networking (SDN) [16] aided intelligent dynamic path man-
agement scheme. SDN provides a logically centralized view
of network topology parameters to the application protocols
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by periodically obtaining statistics from all its data plane
devices [17]. This makes it feasible to optimize the end-to-end
performance of MPTCP by selecting a suitable active set of
MPTCP sub-flows. We consider an enterprise or data-center
network, where the network switches are connected with a
SDN controller that can estimate sub-flow characteristics based
on end-to-end path properties. As SDN cannot obtain the
information about receiver buffer evolution as well as the
prediction of aggregated MPTCP throughput based on the
sub-flow properties, building up a SDN aided path manager
application is non-trivial. Therefore, in this paper, we propose
an estimation mechanism to predict the MPTCP aggregated
throughput for a set of sub-flows with their end-to-end path
characteristics (latency, available bandwidth, etc.). Unlike prior
works our proposed model provides aggregated throughput
for a given set of sub-flows. Consequently, we take a two-
stage approach in this paper. We formulate an irreducible and
aperiodic Discrete Time Markov Chain (DTMC) to model the
aggregated throughput prediction of a MPTCP flow with the
end-to-end path characteristics of a given set of sub-flows
(Section III). Based on the predicted throughput from the
estimator model, we develop an optimization framework to
find out the optimal set of sub-flows that can maximize the
aggregated throughput for a given MPTCP flow (Section IV).
The SDN controller executes this optimization framework and
schedules the sub-flows accordingly. Finally, we evaluate the
performance of the proposed mechanism and compare it with
various baselines.

II. NETWORK AND SYSTEM MODEL

The objective of this paper is to develop a solution for
dynamic sub-flow management while considering the end-
to-end path characteristics. The problem is to identify a set
of sub-flows from all the available paths between a source-
destination pair of a MPTCP flow, such that (i) the overall
MPTCP aggregated throughput is maximized, and (ii) the
receiver buffer size is always limited by a certain threshold
to avoid HOL blocking problem. However, obtaining sub-
flow characteristics (like receiver buffer evolution) under a
dynamic scenario is non-trivial over a complete distributed
network management framework, and therefore we leverage
on SDN based network management concept in this paper.
We consider an enterprise or data-center network, where the
network switches are connected with a SDN controller that
can estimate sub-flow characteristics based on end-to-end path
properties.

Although a SDN controller can monitor end-to-end path
characteristics like latency and available bandwidth, obtaining
the information about receiver buffer evolution as well as
the prediction of aggregated MPTCP throughput based on
the sub-flow properties are non-trivial. Therefore, we need
to build up an estimation mechanism to predict the MPTCP
aggregated throughput for a set of sub-flows with their end-
to-end path characteristics (latency, available bandwidth etc.).
To the best of our knowledge, the prior works on MPTCP
do not model aggregated throughput for a given set of sub-

flows. Consequently, we take two-stage approach in this paper
as follows.

1) We formulate an irreducible and aperiodic Discrete Time
Markov Chain (DTMC) to model the aggregated through-
put prediction of a MPTCP flow with the end-to-end path
characteristics of a given set of sub-flows (Section III).

2) Based on the predicted throughput from the estimator
model, we develop an optimization framework to find out
the optimal set of sub-flows that can maximize the aggre-
gated throughput for a given MPTCP flow (Section IV).
The SDN controller executes this optimization framework
and schedules the sub-flows accordingly.

A. Network and System Model

We assume a network as a undirected graph G = {V, E'},
where the vertices represent network switches and hosts, and
the edges represent physical connectivity between them. Let S
be the set of all node disjoint sub-flows between a sender and
the corresponding receiver. A MPTCP flow is a collection of
sub-flows; therefore, we represent S = {57, 55 ...5,}, where
Sj, represents k™ sub-flow, and n represents the total number
of node-disjoint sub-flows between the corresponding sender-
receiver pair. A sub-flow S = {vf,v5 ... v } is equivalent
to an ordered set of vertices, where each vf € V such that
of, vk ... v} forms a path of hop count of n;, between the
sender-receiver pair. As a consequence, we use the terms
“path” and “sub-flow” interchangeably, where “sub-flow” rep-
resents a MPTCP connection whereas “path” indicates the
underlying network path between the sender and the receiver.
Let ef; € E denotes an edge between the two nodes v} and
v}“. Let ij and ij represent the bandwidth and loss rate
of ei?j. We further assume that the propagation and queueing
delay of ei—"j follow independent normal distribution with mean
ij and standard deviation @fj.

We consider that the end-to-end path characteristics of
S; can be represented by following three tuples: ¢, =
{bs, Pr;(X = r),l;}, where b; and [; represent the bandwidth
and the segment loss probability of .S;, respectively. Note that
throughout the paper, we use the terms packet and segment
interchangeably. Pr;(X = r) represents the probability mass
function (pmf) for RTT of .S; being r. For the sake of simplic-
ity we assume that, Vi : Pr;(X = r) follows independent trun-
cated normal distribution with mean y; and standard deviation
o;. Therefore, Pr;(X = r) = ¥(p;,04,0,00; X = r) where
U(X = r;u,0,a,b) represents the cumulative probability
density function of a random variable X having mean as p
and standard deviation o such that VX : a < X < b. By using
addition rule of normal distribution, we get u; ~ 22};(D; k)

J

and 0? ~ QZk(G);k)Q. For the sake of simplicity we use
J

the notation Ql = {b;, l;, p;,0;}. Here, @Q; signifies the
path characteristics of S;. For ease of representation we use
@ ={Q:}.

Each sub-flow maintains a separate congestion window. The
size of congestion window of .S; at time ¢ is represented as
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Fig. 1: Markov Model for a MPTCP with 2 Sub-Flows

w;(t). We use T and R to signify the steady state throughput
and the receiver buffer size of the MPTCP connection between
the intended sender-receiver pair. Our objective is to estimate
the value of 7 and R in terms of (; that represents the
underlying path characteristics of the MPTCP sub-flows for
a sender-receiver pair.

III. IMPACT OF MPTCP SUB-FLOW SELECTION ON
THROUGHPUT PERFORMANCE — AN ESTIMATION MODEL

In this section, we use an irreducible and aperiodic DTMC
model to estimate the values of aggregated steady state
throughput (7)) and the receiver buffer size (R) based on the
path characteristics ¢;. Considering n number of possible sub-
flows {S1, S5, ...,Sn), the states of a MPTCP flow can be
represented through the congestion window across those n
different sub-flows. Therefore, a state in the system can be
represented as {wi,ws, ..., w,} where w; is the congestion
window value of the sub-flow S;. We make the following
assumptions,

o The change in congestion window of a path is triggered
based on a discrete event system by observing the corre-
sponding RTT of the underlying path.

o The congestion window updates at different paths are
mutually independent and identically distributed.

Therefore, the congestion window evolution of i sub-flow
of a MPTCP flow can be represented as a stochastic process
w;(t). Accordingly, we develop a n dimensional irreducible
and aperiodic discrete time Markov model, where a state of the
system is represented by n-tuple {ws, ws, ..., w, }, where each
w; € [2, Winaz], Winas being the maximum congestion widow
value. An example DTMC for n = 2 is shown in Figure 1. The
state transition is allowed when a segment is either received
successfully or it is lost in the transmission. Transition trig-
gering events are handled on a sub-flow level. Therefore, we
assume that state transition triggered by sub-flow k£ alters only
the k"-element of the state variable. We term this property of
our model as “single path transition” property. Let us denote

the state transition probability from state (ws, ..., Wy, ...wy, ) to
(wh () wrlpa wn) by P(wl,...,wr,...wn);(wl,...,w;,...w")' Without
any loss in generality we use the notation Py, ) to indi-
cate the transition probability Py, .. w,,...w,);(ws,...;w,...w,)-
All the popular MPTCP congestion control algorithm (like
BALIA [18]) adapts the congestion window size of a sub-flow
based on the RTT estimation along that sub-flow. Therefore the
state transition probabilities of the proposed DTMC depend on
the RTT estimation. At this stage we ask this question: What
can be the RTT estimate (r;) at path (sub-flow) S;, that can
trigger a change of congestion window size to w, from w;?

A. Estimation of RTT for Congestion Window Size Adaptation

Although any MPTCP congestion control algorithm can be
used for our modelling purpose, we use “BALIA” [18] as a
representative case. As shown in [5], BALIA congestion con-
trol algorithm can be represented using the family of equations
given by Eq. (1a) (for successful segment transmission) and
Eq. (1b) (for a transmission failure), where Y;(t) = wil) and

i

max{Y}%(t)}
a;(t) = % In this case, r; represents the measured
RTT of 5.
Yi(t) I4ai(t) ) (4tai(t)
o — S SRATE ( 5 ) ( = ) Success (1a)
3

2 min{oy(t), 1.5}

5 Failure (1b)

Based on above estimation of the congestion window size as
given for BALIA congestion control algorithm, our objective
is to find out 7; that can trigger a congestion window size of

/
w;.

Let Zk: Yi(t) = (C_i(t)+Yi(t)) and mkaX{Yk )} =Yn().

Therefore, o; (t) = ;”mqf)t)(z) So, Eq. (1a) simplifies to Eq. (2a)
and Eq. (1b) reduces to Eq. (2b). From this point onwards, we
use w;,w; and C_; instead of w;(t), w;(t+ 1) and C_;(¢t) for

notational simplicity.

o Ar2 Wl 457 Wi wm Tm I W2
w = 4 v (C:lﬁ‘ﬂ)? ( 1077, w? ) (20)
Wimin{ Y=l 1.5} (2b)
By solving Eq. (2), we get
5 ([ —wpw;ry,
=g <2,2nww y C"”"’)
3)

Let W = {wy,wa,...w,} and R = {rl,rg,..;, rn_}. From
Eq. (3), we can observe that r; is a function of W, R and m.
Note that here S, is the path for which Y} (¢) is maximum.
we denote ; = f(m, W, R) where f(.) is the corresponding
function as given in Eq. (3). We consider two cases — (i)
Y} is maximum for the current path .S; under consideration
(max{Y;} = Y;, and m = i), and (ii) Y is maximum for
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some other path S, such that m # i. Therefore,

L JIEWLR) i max{Yi} =Y “
") f(m,W,R) otherwise

By substituting m = ¢ in Eq. (3), we derive Eq. (5).

w; £ Jw? + 2% 416
W, R) = : ©)

2C_;
Similarly, Eq. (2b) can be simplified also as follows.

2w, , 3w
R w; < e and max{Yy} =Y., (6a)
0>r <o Otherwise (6b)

Now we can argue that given W and R, the required RTT
r; can be calculated as per Eq. (4), Eq. (6a) and Eq. (6b).
Therefore, we proceed for estimating the state transition prob-
abilities of the proposed DTMC based on this RTT estimation.

B. Estimation of State Transition Probabilities

According to Eq. (4) and Eq. (6), transition events are:
1) SS;: If the segment is delivered successfully via S;, there
can be two possible cases as follows:

a) SSmaz,+ This transition event is triggered if m = i,
that is max{Y;} = Y; for path S; after the successful
delivery. As per the definition of Yy, V), Ti There-
fore, max{Y;,} = Y; represents min{r; } = r;.

b) SSmaz,,: If m # i, then Im € {1,2,...,i — 1,7 +
1,...,n} : max{Y;} = Y,,. This event is the comple-
ment event of S.Sy,4z, .

2) SL;:If the segment is delivered successfully via S;, there
can be two possible cases as follows:

a) SLy,aq,: This transition event is triggered if there is
a segment loss reported, and max{Y;} = Y;. In this
case, according to Eq. (6), the value of this event does
not depend on r;. Therefore, we consider 0 > r; >
oo. In such cases the only allowed sub-event is w, =
%. To signify this event, we use an indicator variable
I'(w;, w}) as given in Eq. (7).

1 if 4w = 3w
F(wi,w;):{ if 4w; = 3w )

0 Otherwise

b) SLyas,,: If m # 4, then Im € {1,2,...,i — 1,i +
1,..,n} : max{Y} = Y,,. This event is the com-
plement event of S§5,,q,,- Whenever this event is
triggered, transition of w; > 32’ , becomes impossible

(see, Eq. (6)). Therefore, we only consider here the

sub-event w; < % To notify this sub-event, we use

a separate indicator variable A(w;,w}) as given in

Eq. (8).

A(wia w;) = {

1 if 4w} < 3w;

. 3
0 Otherwise

Now from the above set of events, we can say pr(SL;) = [;
and pr(SS;) = (1—1;), where pr(E;) denotes the probability

of event E;. Based on the set of events, we simplify the
transition probability P, .,;) by repeatedly applying law of
total probability as given in Eq. (9).

Plwgw!) = pr(SS;)pr(wi|SS;) + pr(SL;)pr(w}|SL;)
&)

where,

pr(wﬂSSz) = pT(wg |SSmawi )pT(SSmaxi )+
pr (w; ‘SSma:rm )pr(SSmaa:m )

and,

pr(w}|SL;) = T(w;, w)pr(SLmaz, )+
A(w;, w; )pr(wé |SLimnaz,, )7 (S Limaz,, )

It can be noted from Eq. (2) that with BALIA, new
congestion window (w}) should be less than or equals to
%th of original congestion window (w;) when a segment
loss occurs. The indicator variable I'(w;,w}) ensures this
and accordingly we compute pr(w;|SL;). Now both the
events SSmaz;, and SL,.., are equivalent to the event of
i" sub-flow having minimum r;. According to our conjecture,
Vi : Pr;(X = r) are independent and identically distributed.
Therefore, pr(SSmaz;) = Pr(SLmaz;) = Z reduces to
Eq. (10).

Z= / Pry(X =r)[[ Pre(X < r)dr (10)

r=0 ki
Similarly, pr(SSmaz,,) = 1 — pr(SSmaz,) and
pr(SLmaz,,) = 1 — pr(SLmas,) and other conditional
probabilities can be calculated as follows - (a)

pr(wiSSmaz;) = pr(X < V
pr(wlSSmaz,,) = pr(X < f(m,W,R)), and (c)
pr(w!|SLomag,, ) = pr(X < 22m)

Wi

f(i, W, R)), (b

This way we obtain the transition probability from

state (w1, Wa, ..., Wi, ..., W) 0 state (wi,Ws, ..., W}, ..., Wy)
(P(wi;w;)) based on Eq. (9).

C. Estimation of Average MPTCP Throughput

We now compute the average throughput of a
MPTCP flow considering the data transfer rate
through all its sub-flows. Let us consider that,
f[ =

T(2,2,..2), 7(2,2,...,2,3) -« T(Winaa; Wmawzg s Wimaen )
be the stationary probability distribution vector of the states
for the given DTMC. Therefore, by using Markovian property,
stationary distribution of this DTMC can be calculated as per
the following system of equations.

Wmaml
Twy,..wn = E 7rk17~--=wnp(k1;w1)+
ki1=2
Wnazn
o D Tw b Py (D)
fop=2
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We also have the normalization equation from the DTMC,
which can be represented as follows.

"L(L.Ll 7naJ.2

PIEDIE

w172 1_U2—

nLaJ:n

E 7.[-711177112 cWiyeeeyWn — 1

Wy =2

(12)

Let us define a “round” as the interval between two suc-
cessive state transition events. If the system is currently under
state (w1, wa, ..., Wy, ), then the total number of segments that

n

can be sent is calculated as > w;. Therefore, the aver-
j=1

age number of segments sent by a state (wq,ws, ..., wy,) is
n

> wj. Consequently, the average number of
j=1

segments that can be sent in one round (denoted as Avgco(Q)
for a given configuration @ = {q1, ¢2, ..., ¢» }) is expressed as
Eq. (13).

T (wy,wa,...,wy)

Avge(Q)

ZE : F(wlywz,»--ﬁw

Vwi

n

0D (13)

j=1

Now we have to compute the average time for a round. The
average time for a round includes (a) total data transmission
time (time to transmit Avgc(é) number of segments), (b)
the time to receive the acknowledgements for the transmitted
segments, and (c) the time for retransmission of lost segments.
We assume a x-duplicate acknowledgement scheme, where
a segment is retransmitted if the sender receives x number
of consecutive duplicate acknowledgements. Assume that the
segment size is s and acknowledgement size is a,. Then for a
given @, the average time required for one round (Ang(Q))
is computed as follows.

, (s +2) x 5,)
{ T

G(Q) =max p “S} (14)

bs b

In this case w9 represents the average number of segments
sent by a MPTCP sub-flow S; and p is the RTT of that sub-
flow.

Therefore, using Eq. (13) and Eq. (14), the average through-
put is calculated as,

Ang}L(Q) = Avgg(cé()Q )

D. Estimation of Receiver Buffer Size

15)

The receiver buffer occupancy increases mainly due to the
out of order segment delivery. We define segment seg; as a
‘key’ segment if all other segments seg; : j > ¢ reach to
the destination before seg;. All the seg; must wait at the
receiver buffer for the key segment, in order to ensure reliable
delivery. Therefore, the occupancy of receiver buffer depends
on the event that seg; is successfully delivered before seg;.
We denote seg;"** as the segment which stays in the queue for
the longest time for a key segment seg;. So, the receiver buffer
length (RL) can be expressed as Eq. (16), where A(segy, seg;)
denotes the arrival time difference between segy and seg;.

= |A(seg"**, seg;)| x throughput (16)

Legends
& Openflow Switch
@ Controller
hl
[ Host Sender R Receiver
S3 L
Sw5 Swé

Fig. 2: Topology Structure for Experiments
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Fig. 4: Receiver Buffer Size Comparison

Subsequently, we can approximate the average receiver buffer
length (E'rr(Q)) for a given configuration () based on [19]:
Erp(Q) = (m]?x(rk)

— mgn(rk))Angh(Q) 17)

E. Model Verification

To verify the correctness of our proposed DTMC based
model, we have compared the average throughput and re-
ceiver buffer length with emulation results obtained using
Mininet [20]. The test topology is given in Fig. 2. All the
switches given in the topology (Sw1-Sw6) are SDN switches.
The emulation links are configured to have 20ms delay.
Path S1 and S2 have bottle neck bandwidth of 8mbps and
S3 is configured with 18mbps of bandwidth. Results are
obtained for two different loss rates (0% and 5%). Fig. 3
shows the effect of maximum congestion window size with
average throughput for two and three active sub-flows. Fig. 4
represents the effect of maximum congestion window size on
the length of the receiver buffer. We observe that our proposed
model can predict the behavior of MPTCP with significant
confidence. Therefore, in the next section, we present the sub-
flow scheduling problem based on this estimation model.
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IV. SUB-FLOW SELECTION BASED ON PERFORMANCE
ESTIMATION FROM DTMC

The objective of sub-flow selection problem, for a given
MPTCP connection and a set of all available sub-flows S =
{S1,82...5,}, is to select a subset of S for optimizing
the average throughput. However, optimal average throughput
can increase the receiver buffer size, which in turn might
deteriorate the overall performance. Therefore, sub-flow se-
lection problem must limit receiver buffer size to a certain
threshold (RLy,q,). The length of the receiver buffer length
depends upon the congestion control algorithm and scheduling
mechanism. Therefore, in the previous section, we propose
a mathematical model to estimate receiver buffer length in
Eq. (17) in presence of BALIA congestion control. The pro-
posed model also provides the average throughput (Eq. (15)).
Based on the estimated values, the sub-flow selection problem
can be formulated as a mixed integer linear program (MILP).

Given S, the power set of S (p(S)) provides all the possible
configurations. Let, I be the indicator vector of all possible
sub-flow configuration such that I = {Vk € (S : I¥)}. We
define I¥ € R™ for a given configuration k € ((S) as per
Eq. (18).

Ik _ 1 ifS; ek
J 0 otherwise

(18)

Let, § = {q1,42,...,qn} be the path quality matrix of all
available sub-flows such that ¢; = {b;,l;, p;, o; }. Therefore,
the effective path quality matrix of only active sub-flows (X*)
for the k™ configuration can be expressed as X* = @ o I*
where o denotes the Hadamard product (element wise product)
between two matrices of same dimension. We denote the
average throughput of all active sub-flows in k" configuration
as Avgrn(X*). Avgry,(X*) can be calculated using Eq. (15).
Eq. (17) can be used to calculate the estimated receiver
buffer length (RL(X*)) for the k-th configuration. Now we
can represent the optimal sub-flow selection problem as an
optimization problem as given in Eq. (19).

max Avgry, (XF)
k (19)
subjected to, RL(X") < RLax

This optimization problem is equivalent to 0-1 knapsack
problem [21], where Avgr;,(X) and RL(X) can be treated as
the capacity of the knapsack. 0-1 knapsack problem is known
to be NP-hard. Therefore, we propose a greedy heuristic Alg. 1
to solve Eq. (19).

We define the effective bandwidth of a sub-flow as b;(1—1;).
Our proposed heuristic should be able to increase the effective
bandwidth. However, as per Eq. (17), the length of the re-
ceiver buffer inversely proportional to the effective bandwidth.
Eq. (17) also reveals that, with the increase in RTT, delay
between key segment and the rest of the segment increases.
Therefore, we can conclude that RTT of a sub-flow is directly
proportional to the length of receiver buffer length. So, the
proposed heuristic is built upon these two governing factors.
We apply linear scalarization to find the best possible sub-

Input: Q

Output: T

Vi:l; < 0;

Sort Q based on T; +— b; (1 — ;) +

Find max; (T;); I; + 1;

for j <~ 2 to n do . .
X+~ QoI A+ Avgrp(X); R < RL(X)
if R < RL,,q. then

‘ I]‘ <+~ 1;

1.
I

end
end .
return [;

Algorithm 1: Heuristic for sub-flow selection

flow. Our proposed heuristic ensures that a sub-flow with
high effective bandwidth and low RTT gets higher priority of
selection if that sub-flow does not increase estimated receive
buffer length than RL,,q,.

To implement the heuristic, we exploit SDN capabilities
for accumulating Q In case of SDN supported infrastructure,
an SDN controller may periodically gather individual port
statistics such as link bandwidth, loss rate and approximate
delay for each data plane device. The gathered statistics
can provide an estimate of end-to-end characteristics. Upon
receiving a MPTCP connection-open request, the controller
finds the set of n paths between the source and the destination
based on the underlying routing protocol. The value of n
depends on the number of network interfaces available and
the path manager used by the end hosts. According to the
full-mesh path manager, all of the n paths should be used
as active sub-flows. After the initial path selection and sub-
flow identification, the controller periodically calculates the
end-to-end quality of sub-flow S; (as denoted by @);). Upon
calculating Q, the controller uses Alg. 1 to calculate the set
of active sub-flows as Suctive = {Vi,I; # 0 : S;}. This
Sactive 18 relayed back to the path manager which activates
the corresponding sub-flows.

V. IMPLEMENTATION DETAILS AND PERFORMANCE
EVALUATION

In this section, we discuss the performance of the proposed
sub-flow selection mechanism in previous section. We have
emulated an SDN environment through Open vSwitch [22]
via the Mininet [20] emulation platform at the Department
of Computer Science and Engineering, IIT Guwahati.

A. Implementation Methodology

For our emulation environment, we use POX controller [23]
to implement the heuristic proposed in Alg. 1. To manage
switch statistics, we modify the POX “flow_stat” module.
The statistics are stored in Tinydb [24] database. Once the
controller detects a topology change event, the controller
invokes sub-flow selection module. The module recalculates
the active sub-flow set for the affected flows and pro-actively
notifies the source path manager framework via UDP in a
JSON format. In case a new flow enters the system, the
controller uses “L3_learning” routing protocol to find the
available paths for the newly generated flow. Once the sub-flow
establishment is done, sub-flow selection module is invoked
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and the active sub-flow set is recalculated for the flows which
have at least one common link with the newly generated flow.

We have used open-source MPTCP kernel module [2]
in our testbed. To integrate with the SDN POX controller,
our developed module' uses UDP to communicate. Upon
detecting change, POX recalculates the active sub-flow set and
pushes to the host as a recommendation in JSON format. The
recommendation identifies the sub-flow set by the network ad-
dresses. Upon receiving the request, the path manager module
translates network addresses to sub-flow IDs and selects the
corresponding sub-flows as active. Accordingly, it notifies the
congestion control module about these changes.

B. Competing Heuristics

It can be noted that to the best of our knowledge, existing
literature have not worked on the MPTCP sub-flow selection
problem. As discussed earlier, the MPTCP kernel implemen-
tation has two variants of sub-flow selection or path manager
algorithm — Full-mesh and ndiffports. Although ndiffports
progresses in the direction of sub-flow selection, but it uses
a naive implementation of random sub-flow selection, which
does not work well in practice. Therefore, we consider the
Full-mesh path manager as the competing heuristic of our
proposed protocol. Further, we compare the performance of
the proposed methodology with the optimal performance, as
computed by enumerating over all possible combination of
paths.

C. Topology Details and Emulation Results

Topology — We choose a topology which is similar to the
one given in Fig. 2. We configure 15 parallel paths between
a sender and a receiver with the end-to-end parameters as
follows. We increase the bandwidth of these paths from 1
Mbps to 15 Mbps with a step of 1 Mbps. The delay is increased
from 10 ms to 150 ms with a step of 10 ms, whereas the path
loss increases from 0% to 15% with a step of 1% per path.
The sender generates MPTCP supported HTTP flows destined
towards receiver host.

Average file download time and aggregated throughput
— Fig. 5 shows the performance comparison of the proposed
scheme with the Full-mesh path manager and off-line optimal
path manager in terms of download time of a 100M B file over
standard HTTP protocol and the average aggregated through-
put. The emulation results reveal that, although Full-mesh path
manager performs quite well for up to 3 sub-flows, further
increase in the number of sub-flows increases the download

Ihttps://github.com/subhrendu-subho/SDN_pathmanager
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time significantly and reduces the average throughput. The
performance of the proposed methodology is considerably well
compared to the Full-mesh path manager, and also very close
to the optimal performance as we observe for our emulation
scenarios.

Effect on congestion control parameters — To understand
why the proposed methodology significantly boosts up the
performance of MPTCP, we explore the evolution of several
parameters that control MPTCP congestion control mecha-
nism. As given in Fig. 6, a significant reduction in out of
order segments can be observed in case of our proposed
methodology in comparison to the Full-mesh path manager.
As shown in Figs. 7 and 8, our proposed path manager also
significantly reduces the number of retransmitted segments and
lost segments by selecting effective sub-flows.

Analysis of congestion window evolution — The reason
behind the effectiveness of the proposed sub-flow management
mechanism can be justified by the help of the congestion
window progression analysis. Fig. 10 shows the progression
of the congestion window for Full-mesh path manager when
it uses 4 sub-flows. For the similar scenario, the proposed
path manager uses only 3 sub-flows which can be observed
in Fig. 10. As argued earlier, due to the reduction of lower
bandwidth path, the proposed methodology can reduce the
number of retransmit events along with the out of order
segments. Therefore, it can help all the sub-flows to converge
to their steady state congestion window size quickly.

Impact on RTT - On the other hand, our proposed scheme
also reduces the receiver buffer size. Therefore, the sub-
flows experience lesser delay compared to the Full-mesh path
manager, and observe reduced RTT, as shown in Fig. 11. As a
result, the overall performance improves significantly with the
help of the proposed sub-flow management module hooked
with the standard MPTCP kernel.

VI. CONCLUSION

In this work, we develop a sub-flow management framework
for MPTCP protocol over a SDN controlled enterprise-grade or
data-center networks. Our proposed framework reduces out of
order segments and HOL blocking in MPTCP. The emulation
results show that our proposed sub-flow management heuristic
outperforms the existing path manager in MPTCP and very
closely approximates a NP-hard problem of optimal sub-flow
selection in terms of various performance metrics.
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