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Abstract. The Intelligent Transport System (ITS) is a vital part of
smart city developments. Due to densely deployed access points and
vehicular mobility in a smart city, the number of handovers also increases
proportionately. Minimization of the handoff latency is crucial to provide
a better quality of service for vehicles to have access different ITS services
and applications. Increased handover latency can cause an interruption in
vehicle-to-infrastructure (V2I) communication. In this paper, we propose
a fast and secure handoff mechanism for smart cities that have accept-
able handoff latency for delay-sensitive ITS applications and services.
Our proposal considers mobility and communication overhead to provide
lower handoff latency. We compare our proposed mobility aware back-
ground scanning mechanism (AdBack) with standard Active Scanning
mechanism in an emulated test bed. Our test results reveal that the pro-
posed AdBack mechanism significantly outperforms the existing mecha-
nisms in terms of handover latency, packet drop rates, and throughput.
Experimental results show that amalgamation of AdBack and existing
fast re-authentication (IEEE 802.11r) can improve connectivity for V2I
communication in a smart city. We provide rigorous emulation results to
justify the performance of our proposed scheme.

1 Introduction

Vehicular communication that emerged from wireless communication has gained
much interest from academia, industries, and governments to improve road
safety, fuel efficiency, and convenience of travel. Vehicular communication is one
of the leading research areas because of its applications and its specific charac-
teristics. In the wake of the Information and communication technology (ICT)
revolutions, road transportation has entered into a new era, and today we have
technologies and services such as connected vehicles, driverless cars, smart cars,
VANET, Internet of vehicles, vehicle telematics, and intelligent transportation
systems (ITS). Based on the data collected from various studies, surveys, polls
and driver’s experiences hundreds of applications can be suggested. Most of
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these vehicular applications fall into three main categories: safety, non-safety,
and infotainment.

– Safety Applications: The road safety can be provided by vehicle-to-vehicle
(V2V), vehicle-to-pedestrian (V2P) and vehicle-to-infrastructure (V2I) com-
munication. However, safety-critical applications such as post-crash warning,
pedestrian crossing, lane change warning, emergency brake, and do-not-pass
warning are provided by V2V and V2P mode.

– Non-Safety Applications: Vehicles with a set of sensors can provide a
wide variety of sensed information related to the vehicle, traffic, environment,
parking and driving conditions. Collected sensor information can be uploaded
from vehicles to a smart city road administration database using the roadside
infrastructures (access points) in V2I mode. Vehicles traveling on the same
route can obtain information for their applications.

– Infotainment Applications: Vehicle-to-Network (V2N) communications
enable infotainment applications such as Voice over Internet Protocol (VoIP),
video download, streaming, live TV, software update of the in-vehicle unit,
map update, instant messaging, cloud-based services and Internet access.
We consider V2I for this category as well. These applications can improve
driving comfort and keep vehicle occupants informed. The maximum allow-
able latency for the VoIP application can be up to 50 ms. The allowed latency
and the range of communication required for these application categories can
be found in [1].

With the increasing number of vehicles and development of the smart cities,
new issues related to traffic jam, road accidents, and carbon emission have
emerged. Vehicular communication can help solve these problems and bring inno-
vations in these contexts. Many countries worldwide, have already deployed early
stages of vehicular networks to make transport safer and comfortable.

With urbanization and the development of smart cities, there is rapid growth
in Wi-Fi deployments that make Wi-Fi a complementary, low-cost solution for
V2I/I2V connectivity. Providing Quality of Service (QoS), seamless connectiv-
ity and security in densely deployed scenarios of a smart city Wi-Fi are some of
the biggest challenges. The communications range of the road-side access points
is a maximum of 300–400 m. The handover delay at Layer 2 due to the scan-
ning and reauthentication delay can disrupt ongoing communication (such as
VoIP) of vehicle occupants in a smart city. The Wi-Fi protocol stack (IEEE
802.11a/b/g/n/ac) is not designed for the vehicular mobility context. However,
various amendments to the IEEE 802.11 standard is bringing advancements in
Wi-Fi. Such as, IEEE 802.11r provides fast re-authentication [2], IEEE 802.11i [3]
for enhanced security, IEEE 802.11w provides protection to management frames,
IEEE 802.11e for QoS, etc. These amendments does not solve the vehicular
mobility problem. The wireless network architecture must provide fast, secure,
seamless, and highly available connectivity to its users, regardless of whether
they are static or moving. In this paper, we demonstrate that our proposed
mobility aware scanning with IEEE 802.11r (rather than full IEEE 802.11i scan-
ning) can provide seamless connectivity to the V2I services.
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The rest of the paper is organized as follows: Sect. 2 describes the background
to our topic. We analyze the work related to Level 2 handover latency mini-
mization in Sect. 3. We present our proposal for scanning mechanism in Sect. 4.
Section 5 covers the details of the emulation setup used to demonstrate our pro-
posed mechanism. In Sect. 6, we analyze the performance in a Wi-Fi deployment
of a smart city in terms of handover latency, packet loss, and average throughput.
Finally, we conclude our work in Sect. 7.

2 Background

This section presents a summary based on comprehensive analysis of IEEE
802.11 management frames that are responsible for maintaining communication
between access points (APs) and wireless clients during the static as well as han-
dover procedure. We present the detailed background of handover management
which includes discovery and reauthentication in wireless network protected with
Wi-Fi Protected Access II (WPA2: 802.1X/Extensible Authentication Protocol
(EAP)) mechanism.

2.1 Discovery Mechanism

Handoff due to vehicular mobility is the process of reassociation to the new AP
when a vehicle moves away from the currently associated AP, and the received
signal strength decreases to a certain threshold. The discovery process of the
new AP involves initiation and scanning. As the mobile node moves away from
the connected AP, the Received Signal Strength Indicator (RSSI) begin to drop
and force the mobile node to discover new accessible APs. Of all scanned APs,
the mobile node selects one for its association based on some specific criteria.
There are two types of the mechanism that allows the mobile node to discover
target AP: Passive Scanning and Active Scanning.

1. Passive Scanning: In passive scanning mode, the mobile nodes listen for
the beacon management frames broadcasted by the APs. Beacon frames are
transmitted periodically by the AP to announce its presence. The default
broadcasting interval is usually configured as 100 ms and is known as the
Beacon Interval. Thus, it may take 100 ms for a mobile node to hear a bea-
con frame. Passive scanning usually takes more time, since the mobile node
has to wait long enough on a channel for a beacon frame. Because it is a
time-consuming process to hear a beacon frame, most mobile nodes prefer an
active scan.

2. Active Scanning: In active scanning mode, the mobile node switches to a
new channel and broadcasts Probe Request frames on it and waits for the
Probe Response frames from APs operating on that channel. If no response
received on that channel, it is assumed empty, and the mobile node switches
to a new channel. This process repeats for all operating channels. The set of
the channel depends on mode and country. Finally, received Probe Response
frames are processed by the mobile node to obtain information about candi-
date access point.
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The research studies [4,5] have already measured the scanning delay, which sug-
gests that it varies between 600 ms to 700 ms. They observed that discovery delay
is the dominating component of the handoff delay. It accounts more than 90%
of the overall handoff delay. Thus probing is the bottleneck for fast handoff and
should be reduced to provide seamless connectivity.

In case of an wireless infrastructure based WPA2 Enterprise network, every
handover mechanism must be followed by a reauthentication procedure after the
scanning. The reauthentication phase that includes key management is equally
time-consuming. It varies between few milliseconds to second [4], depends on
which authentication mode (Pre Shared Key (PSK) or 802.1X/EAP) and proto-
col used. Authors [6] in their performance study have shown that if 802.1X/EAP
authentication (baseline 802.11i authentication) is used then the average roam-
ing time is 525 ms and maximum consecutive lost datagrams (Average) is 53.

The handover due to mobility can severely affect QoS and QoE for real time
applications and ITS services in the 802.11i Enterprise based security framework.
Thus, to minimize latency during reauthentication and key management the
IEEE Task Group r (TGr) was formed.

2.2 IEEE 802.11r Fast BSS Transition

The 802.11r standard amendment specifies a Fast Basic Service Set Transition
(FT-BSS) mechanism ratified in 2008.

This section describes the IEEE 802.11r security framework and FT-BSS
transition process.

Fast BSS Transition Security Framework. The handover process based
on the 802.1X/EAP security framework consists of 6 phases: initiation, dis-
covery, 802.11 open authentications, reassociation, reauthentication, and the
key-handshake. The (re)authentication phase of WPA2 Enterprise based on
802.1X/EAP uses an external server (e.g., Remote Authentication Dial-In User
Service (RADIUS)) to provide Authentication, Authorization, and Accounting
(AAA). Without FT enabled, the mobile node needs to go through a complete
reauthentication (including key management) after reassociation in each han-
dover. In the FT framework of IEEE 802.11r, reauthentication is performed
efficiently before reassociation.

As per the specification of the current draft of IEEE 802.11r, 802.1X/EAP
based authentication is done once when the mobile node initially joins the net-
work and generates the Pairwise Master Key (PMK). The generated PMK is
distributed to all APs belonging to the same mobility domain. Thus, this pres-
ence of PMK at all APs helps to reduce reauthentication delay that incurs in
communication to an external server (RADIUS) for authentication.

For a mobile node that is 802.11r compatible, the 4-way handshake followed
by the QoS request over WLAN using IEEE 802.11e is completed during the
reassociation phase, further reducing the overall handover latency. In contrast,
an 802.11i-based mobile node needs to repeat full 802.1X authentication and
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4-way handshake during every handover. If QoS is enabled, then there will be
more frame exchange in IEEE 802.11i, which will contribute to an additional
delay to the overall latency.

FT BSS Transition. FT BSS transition is the process of disassociating from
one and re-associating to new AP, and all the APs belong to the same mobil-
ity domain (same Extended Service Set (ESS)). The set of frame exchanges in
reauthentication and key-handshake takes a considerable amount of time in a
secure WLAN based on 802.1X/EAP. Thus, the number of the frame exchange
between a mobile node and an AP must be reduced during the transition. It
will help minimizing interruption to delay-sensitive services such as voice and
video during the handover from one AP to another. There are two underlying FT
protocols used for subsequent re-associations to APs within the same mobility
domain. These two are described as follows:

FT Protocol: FT protocol is for a simple transition of the mobile node that
does not require resource request before its transition.

FT Resource Request Protocol: In this protocol, the mobile node requires
a resource request before its transition. In this paper, we consider FT Protocol
only (without resource request) in this work. There are two methods of Fast
BSS transition: Over-the-Air and Over-the-Distribution System (DS) Fast BSS
Transition. A mobile node can opt one of these for it’s handover to a target AP
(selected after scanning) from the currently associated AP.

Over-the-Air Fast BSS Transition: In this Fast BSS Transition, mobile
node directly communicates with the target AP over the air. Only four frames are
exchanged between the mobile node and the target AP during reauthentication.
They contain appropriate information for PTK generation at the both the end.
Now, time-critical phases 802.1X/EAP including 4-way key-handshake are not
required to unblock the uncontrolled port.

Over-the-DS Fast BSS Transition: In Fast BSS Transition, mobile node
communicates with the target AP via the current AP. Communication between
a mobile node and the target AP takes place using FT Action frames.

Over-the-Air vs Over-the-DS: In case of Over-the-Air (OTA), the mobile
node needs to leave its active channel to negotiate on another channel during
scanning. The mobile node sends a frame to its currently associated AP and tells
it to go into sleep mode. When the negotiation completes, then it returns to the
active channel to flush its and AP’s buffer. The OTA can interrupt communica-
tion in a place where the mobile node is already at the edge of the AP range,
suffering from poor performance.

In the Over-the-DS mode, the mobile node does not leave the channel. The
mobile node stays on its current channel and asks the current AP to negoti-
ate with the next AP. However, mobile node still needs to discover the target
AP first by using some scanning mechanism. Over-the-DS mechanism improves
performance in terms of lower BSS transition time than the OTA mechanism.
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3 Related Work

The early research work, [5,7], tried to solve the problem related to the high
probe delay observed in [4] using selective scanning, caching and neighbor graph.
However, these mechanisms not tested in the context of vehicular mobility. The
method proposed in [7] requires changes inside the presently deployed 802.11
APs. Authors of [8] have focused on the same problem using interleaved scanning
in a random mobility. The public HotSpots region is selected covered by several
APs with more than 20% of the overlapping area.

Studies in [9,10] proposed multiple wireless cards for AP and the mobile
device, respectively. The mechanisms proposed in these studies are not practical
to the same technology access and could be expensive as well.

The research works in [11–14] target to reduce Layer-2 handoff latency by
adopting synchronization and pre-scan mechanism. However, these works used
the passive approach, and the complexity of implementation is quite high.

The researchers of [15–17] have used a prediction of node mobility to improve
performance and provide a better connectivity. The prediction mechanisms
requires information such as position and movement direction, geolocation, and
mobility history, respectively. Since determining correct position of the vehicle
is not that easy, forecasting a better connectivity in a highly dynamic vehicu-
lar environment accurately is a difficult task. The navigation driven algorithms
proposed in [18] may not be suitable for the vehicular context because vehicles
have to move on the defined road topology and cannot change their route imme-
diately depending on the handoff decision. The handoff strategy used in this
work is a lazy type, where the handoff initiation occurs only when a mobile node
disconnected with currently associated AP.

Finally, in [19–22] work is done related to the vehicular context. The
researchers of [19] have used a directional antenna and beam steering techniques
to collect information on a particular route, which in practice not feasible. The
handover protocol proposed in [20] is complex in its implementation and [21]
again used a prediction mechanism based on historical information.

In [22], the authors have analyzed the security properties and performance
of IEEE 802.11i, IEEE 802.11r, HandOver KEY (HOKEY) and Control and
Provision of Wireless Access Points (CAPWAP) for handoff in V2I communi-
cation. Studies in [6,23,24] tested and analyzed Layer-2 handover delay due to
re-authentication only. Authors in [25] have compared the performance of IEEE
802.11r with Legacy IEEE 802.11 but the details of the discovery phase based
on the location mechanism are not provided.

Most of the research work on Layer-2 handover scheme contributes only on
minimization of the discovery delay (search or finding target AP) and does not
consider the re-authentication delay part. In this paper, we are proposing a
simple and fast scanning mechanism and test it with IEEE 802.11r-2008 as well.
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4 Proposed Mechanism

From the discussion in the earlier section, primary contributing factors of han-
dover latency are discovery delay and re-authenticating delay. In this paper, we
provide a novel scheme for minimizing discovery delay of target roadside unit
(RSU). Notations used in our proposed algorithm are listed in Table 1.

Table 1. Notations used in Algorithm 1

Symbol Description

RSSIRSU RSSI of the RSU

RSSIth RSSI Threshold specified in bgscan modes

Ts Short-interval for scanning

Tl Long-interval for scanning

ChannelsRSU Database for scanned AP information in Learn Mode

STAspeed Current speed of the Vehicle

Speedth Vehicle’s maximum speed

BGScanLearn() Learn Mode of the bgscan

BGScanSimple() Simple Mode of the bgscan

4.1 Adaptive Background Scanning

As mentioned earlier (in Sect. 3) that the scanning phase is the bottleneck for
fast handoff. Thus, ProbeDelay has to be reduced to provide seamless handover.

Handover strategies for vehicular communication need to be mobility aware.
The reason to consider the mobility is that it severely affects performance in
wireless networks. Therefore, we propose our Adaptive Background Scanning
scheme (AdBack) to support fast and seamless roaming in densely deployed
APs. The proposed AdBack scheme is mobility aware that relies on bgscan [26].
The On-board Unit (OBU) of vehicles usually equipped with a set of sensors
including Gyro sensor, a processing unit, memory, and storage. Today, even our
smartphones come with a set of sensors like Proximity, Gyro, light, accelerome-
ter, digital compass, and magnetometer as well. Sensors can provide three crucial
information: movement, direction, and speed. We are using speed information
to improve connectivity and overall performance. Our mechanism is Adaptive
because it adapts to different speeds which is detected by sensor. In Proposed
AdBack algorithm, we are using movement information, which in a real sce-
nario, can be provided by the accelerometer sensor. The handover decision can
be improved by the use of accelerometer sensor data.

Periodic Background Scanning. In background scanning (bgscan), the
mobile node scans channels to roam within an ESS (i.e., within a single net-
work block). Other criteria of this mechanism are that all the APs in the ESS
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should have same Service Set Identifier (SSID). The bgscan provides three dif-
ferent modes. In None mode, the background scanning is disabled. The Simple
mode enables periodic background scanning based on RSSIth. When RSSIRSU

is greater than or equals to the RSSIth perform background scanning after every
Tl and when the RSSIRSU is less the RSSIth perform scanning after the Ts.
In Learn mode of bgscan, the mobile node learns channels used by the network
and try to avoid bgscans on other channels which reduces the effect on the data
connection. A mobile node in Learn mode maintains a ChannelsRSU .

We describe our proposed AdBack scanning scheme in Algorithm 1. AdBack
relies on STAspeed in addition to RSSIth for the handover decision. When the
vehicle is static, proposed AdBack does not perform scanning unless it reaches to
RSSIth, as it might interrupt some of the ongoing communication unnecessarily.
If AdBack detects vehicle is moving at slow speed, it switches to the Simple mode
and performs periodic background scanning. We assign fixed values to Ts and Tl,
which can be derived from simple calculation on STAspeed and communication
range of the RSU. Finally, if the vehicle is moving at high speed, daemon switches
to Learn mode, where it tries to associate RSU learned previously (maintained as
ChannelsRSU ) and avoids any interruption in communication due to scanning.
The running daemon on OBU switches to Simple mode only if the vehicle is not
able to associate RSUs present in ChannelsRSU .

We claim that the proposed AdBack scheme provides better performance in
terms of handover latency, packet loss and average throughput. We provide an
emulation experiment to ascertain our claim.

5 Experimental Setup

To justify our claim for our proposed fast and secure handoff mechanism, we
use Mininet-WiFi emulator [28]. This section covers implementation in Mininet-
WiFi, selected reference scenario and parameters used for performance analysis
in our experiment.

5.1 Implementation in Mininet-WiFi

We implemented our proposal AdBack scanning mechanism and existing stan-
dard IEEE 802.11r in Mininet-WiFi. A detailed description related to our imple-
mentation given at Mininet-WiFi discussion forum [29]. We installed freeradius
server on Ubuntu and integrated with Mininet-WiFi. We implemented IEEE
802.11r and AdBack scanning (modified bgscan) in userspace that makes it
more flexible and enables faster implementation than kernel-space. The asso-
ciation control is implemented for proper execution of handover due to mobility.
The traffic simulator Simulation of Urban Mobility (SUMO) [27] is used to model
mobility. For handover latency and packet loss analysis, the vehicle speed is fixed
to 14 m/s. For the average throughput analysis, we have assigned random speed
to the vehicles, which includes stoppage and slowdown. The varying mobility



Fast and Secure Handoffs for V2I Communication 197

Function BGScanSimple(RSSIRSU , RSSIth, Ts, Tl):
while true do

if RSSIRSU ≥ RSSIth then
Wait for Tl;
Scan;

else
Wait for Ts;
Scan;

end

end

return
Function BGScanLearn(RSSIRSU , RSSIth, Ts, Tl):

BGScanSimple(RSSIRSU , RSSIth,∞,∞);
ChannelsRSU ← Store Channels with active RSUs;
while RSSIRSU ≤ RSSIth do

Scan channels ch|ch ∈ ChannelsRSU ;
if RSU Available then

Associate with RSU;
else

BGScanSimple();
end

end

return
Input: RSSIRSU , RSSIth, Ts, Tl, Speedth
BGScanSimple();
if STAspeed == 0m/s then

if RSSIRSU ≤ RSSIth then
BGScanSimple();

else
Do not scan;

end

else
if 0 < STAspeed < Speedth then

BGScanSimple();
else

BGScanLearn();
end

end

Algorithm 1. Proposed AdBack Scheme

helps us to model parking, braking and stoppage at the traffic light, fuel sta-
tion and service center. We created the network topology for selected reference
scenario.
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5.2 Reference Scenario

As depicted in Fig. 1, we have taken smart city Wi-Fi setup as our reference
scenario. Our scenario consists of set of RSUs deployed alongside the road. All
RSUs are connected through a DS and belong to the same ESS. In the ESS,
the vehicle performs intra-domain handover when it moves across RSUs. We
exported Pune city road segment from an open street map (OSM) to model real
traffic scenario using SUMO. The Corresponding Node represents the server
installed at smart-city road authority to maintain real-time traffic information.
The vehicle driver tries to fetch that data from the server while it is moving
across those RSUs in the given road segment. An AAA server is maintained
by the smart citys road administration to allow an authorized vehicle to use
applications and services in a secured manner.

Fig. 1. Reference scenario of a smart city

5.3 Simulation Parameters

We run our simulation for 200 s on a smart city road segment of length approx-
imately 3000 m. For realistic urban modeling, we have used Log Distance prop-
agation loss model. We use SUMO for traffic modeling with varying speed, and
maximum limit is set 50 Kmph (approx. 14 m/s). We are using 802.11g that
operates in 2.4 GHz band and provide speed up to 54 Mbps. The RSUs have an
overlapping coverage area of 20% of its radio range. Overlapping RSUs operate
in non-overlapping channels. We have a set of 3 non-overlapping channels, i.e.,
a combination of 1, 6 and 11. Ten RSUs cover our target region. The vehicle is
initially associated with RSU1 in a smart city network; the vehicle and the cor-
responding node communicates over IP in WLAN. Vehicular mobility (Speedth)
and signal strength threshold (RSSIth) triggers handover when it moves across
different RSUs deployed within the same ESS.
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All our simulation parameters and modeling are close to the realistic scenario
and as per the smart city Wi-Fi requirements. Table 2 shows details of simulation
parameters used in our experiment.

Table 2. Simulation parameters

Parameters Values

Operating system Ubuntu 14.04-LTS

AAA server FreeRADIUS Version 2.1.12

Traffic simulator SUMO

Wi-Fi emulator Mininet-WiFi

Wired link parameters Bandwidth: 100 Mbps, Propagation Delay: 5ms

RSU antenna type Omnidirectional

Propagation model Log Distance Propagation Loss Model

Path loss exponent 3.5 (Urban)

Simulation area Approx 3 Km

Number of RSUs 10

Maximum velocity 14m/s

Radio range of RSU 300m

Wireless mode IEEE 802.11g, Data rate: 54 Mpbs, RTS/CTS enabled

Authentication mode WPA-Enterprise: 802.1X/EAP and FT-EAP

Authentication
protocol

EAP-TLS

Traffic type VoIP

Protocols used ICMP, TCP

WLAN security
framework tested

IEEE 802.11i, IEEE 802.11r FT over-DS

Scanning mechanism Active, and AdBack

Simulation duration 200 s

Performance metrics Packet Loss, Handoff delay and Avg. Throughput

6 Performance Evaluation

In WLAN based V2I communication, the QoS metrics can be Layer-2 handoff
latency, packet loss, and throughput. The analysis of these parameters is helpful
to evaluate the performance of V2I communication in a smart-city Wi-Fi deploy-
ment. In this section, the performance of our mechanism as well as the Legacy
approach is assessed on Mininet-WiFi and compared based on these metrics.
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6.1 Handoff Latency and Packet Loss with VoIP Like Traffic

The handoff latency is the time when the handover decision was made by the
vehicle to join new RSU, and when successfully associated with the new RSU.
In our experiment, VoIP like packets transmitted and received from the mobile
node to the corresponding node. Packets are Internet Control Message Protocol
(ICMP) packets since we are creating similar traffic using the ping utility. Pack-
ets of size 80 bytes are generated at every 20 ms to model VoIP like traffic. The
objective is to identify handover latency and packet loss for VoIP communica-
tion during the handover process. In our experiment, nine handoffs performed,
and we recorded the results of handover latency and packet loss. During a pas-
sage from one RSU to another, a mobile node continuously communicates with
the corresponding node on the network using ICMP packets generated via ping
utility at the rate of one per 20 ms.
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Fig. 2. Handover latency in milliseconds

In Fig. 2, we provide the simulation results for AdBack scanning and compare
it with standard Active Scanning mechanism when used with IEEE 802.11i and
IEEE 802.11r. We use round trip time (RTT) in milliseconds (ms) to measure
the handover latency of the combinations mentioned above. We can see that the
AdBack scanning with the IEEE 802.11r security framework is one of the fastest
that takes approx. 35 ms in handover while other combinations take more than
300 ms. The proposed combination of scanning and reauthentication reduces the
handover latency to the extent required for delay-sensitive applications such as
VoIP.

Figure 3, shows that the AdBack scanning with IEEE 802.11r (FT-BSS Tran-
sition) has lower packet loss (no more than 5%) compared to other combinations.
The mobile node in our proposed combination takes less time to reassociate with
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the new RSU (approximately 35 ms) which reduces the number of packet losses.
The packet loss is directly related to the handoff latency. Thus, our proposed
mechanism outperforms. It has handover delay and packet loss of an acceptable
QoS level for delay-sensitive applications.

6.2 Throughput Measurement Using Iperf Tool

To evaluate the performance in terms of throughput, we are using Iperf, network
performance monitoring tool. The corresponding node works as a server and
vehicular nodes as a client. The throughput measured through Transmission
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Control Protocol (TCP) tests in varying vehicular node density. A graph of
the average throughput in Megabit per second (Mbps) versus vehicular node
density shown in Fig. 4. We use the same test combinations and it can be seen
that the disruption time due to these handover mechanisms affects performance.
Although 802.11g mode is used, that supports a transmission speed of 54 Mbps,
the throughput decreases significantly in the first method when the vehicular
node density increases. The throughput in case of AdBack scanning is higher
than the Active scanning. In the proposed combination of IEEE 802.11r with
AdBack scanning, the handover execution is faster. It performs much better
than the rest and throughput does not decrease rapidly in varying density. We
can observe that throughput decreases when the number of vehicles increases
because the wireless channel is shared among a large number of nodes.

7 Conclusion

In this work, we have proposed a new mechanism to maximize the quality of
service for ITS applications and services in smart city Wi-Fi setup. In our pro-
posed scheme, the collected information about the discovered APs during the
periodic scan is cached. If RSSI drops to the defined threshold, it does not need
to scan again, instead select potential AP from a cached neighbor list. This app-
roach reduces the discovery delay drastically. Moreover, our scanning mechanism
adapts to different mobility modes and does not require any modifications at the
AP. In a smart-city highly secure Wi-Fi with WPA Enterprise (802.1X\EAP),
reauthentication delay (inclusive of key-management) during each handover can
cause a significant interruption to many services. The IEEE 802.11r FT over-
the-DS reduces handover delay (due to reauthentication) by over 50% because
the mobile node is already pre-authenticated in its network domain.

The WPA2 Enterprise (WPA2 802.1X/EAP) security has been used to pro-
vide authentication, privacy, integrity, and availability. This security standard
is still considered the gold standard for wireless network security. The combina-
tion of our proposed AdBack scanning and IEEE 802.11r based fast reauthenti-
cation mechanism maximizes network throughput, minimizes handover latency
and packet loss and complies with the QoS requirements for V2I applications
mentioned in Sect. 1. This approach can be helpful for delay-sensitive applica-
tions such as VoIP and real-time services.

In this study, we did not compare the energy consumption, because vehicles
do not suffer from power constraints like handheld devices. If a vehicle engine is
running, it can power itself and always have sufficient energy. Most of the time,
vehicles are either in the parking lot or driveway, during this period the proposed
daemon running on OBU is energy efficient and will not trigger the scanning if
it receives a better signal.

Our approach is simple in its implementation and does not require any change
in AP side or installation of any additional server. As a future work, we are
focusing on dynamic handoff management, threshold selection along with load
balancing in a high mobility scenario of vehicular communication.
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