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Abstract—Internet of Things (IoT) platforms use a large
number of low-cost resource constrained devices and generates
millions of short-flows. In-network processing is gaining pop-
ularity day by day to handle IoT applications and services.
However, traditional software-defined networking (SDN) based
management systems are not suitable to handle the plug and play
nature of such systems. In this paper, we propose Aloe, an auto-
scalable SDN orchestration framework. Aloe exploits in-network
processing framework by using multiple lightweight controller
instances in place of service grade SDN controller applications.
The proposed framework ensures the availability and significant
reduction in flow-setup delay by deploying instances in the
vicinity the resource constraint IoT devices dynamically. Aloe
supports fault-tolerance with recovery from network partitioning
by employing self-stabilizing placement of migration capable
controller instances. Aloe also provides resource reservation for
micro-controllers so that they can ensure the quality of services
(QoS). The performance of the proposed system is measured by
using an in-house testbed along with a large scale deployment in
Amazon web services (AWS) cloud platform. The experimental
results from these two testbeds show significant improvement in
response time for standard IoT based services. This improvement
of performance is due to the reduction in flow-setup time.
We found that Aloe can improve flow-setup time by around
10% − 30% in comparison to one of the states of the art
orchestration framework.

Index Terms—Orchestration Framework, Fault-tolerance, Pro-
grammable network, IoT, In-network processing, SDN

I. INTRODUCTION

The rapid proliferation and deployments of large-scale

Internet-of-Things (IoT) applications have made the network

architecture complicated from the perspective of end-user

service management. Simultaneously, with the advancement

of edge-computing, in-network processing and platform-as-a-

service technologies, end-users consider the network as a plat-

form for the deployment and execution of myriads of diverse

applications dynamically and seamlessly. Consequently, net-

work management has become increasingly difficult in today’s

world with this complex service-oriented platform overlay on

top of the inherently distributed TCP/IP network architecture.

The concept of software-defined networking (SDN) [1] has

gained popularity over the last decade to make the network

management simple, cost-effective and logically centralized,

where a network manager can monitor, control and deploy new

network services through a central controller. Nevertheless,
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edge and in-network processing over an IoT platform is still

challenging even with an SDN based architecture [2].

Motivation: The primary motivation for supporting a dis-

tributed network management and flow steering framework

coupled with edge and in-network processing over an IoT

platform are as follows: (1) The platform should be agile

to support rapid deployment of applications without incurring

additional overhead, ensuring the scalability of the system [3],

[4]. (2) With micro-service architectures [5], in-network pro-

cessing requires dividing a service into multiple micro-services

and deploying them at different network nodes for reducing

the application response time with parallel computations.

However, such micro-services may need to communicate with

each other, and therefore the flow-setup delay from the in-

network nodes need to be very low to ensure near real-time

processing. (3) The percentage of short-lived flows are high

for IoT based networks [6]. This also escalates the requirement

for reducing flow-setup delay in the network. (4) Failure rates

of IoT nodes are in-general high [7]. Therefore, the system

should support a fault-tolerant or fault-resilient architecture to

ensure liveness.

Limitations of existing approaches: Although SDN sup-

ported edge computing and in-network processing have been

widely studied in the literature for the last few years [2], [8],

[9] as a promising technology to solve many of the network

management problems, they have certain limitations. First,

the SDN controller is a single-point bottleneck. Every flow

initiation requires communication between switches and the

controller; therefore, the performance depends on the switch-

controller delay. With a single controller bottleneck, the delay

between a switch and the controller increases, which affects

the flow-setup performance. As we mentioned earlier, the

majority of the flows in an IoT network are short-lived, the

impact of switch-controller delay is more severe on the per-

formance of short-lived flows. To solve this issue, researchers

have explored distributed SDN architecture with multiple

controllers deployed over the network [10]. However, with a

distributed SDN architecture, the question arises about how

many controllers to deploy and where to deploy those con-

trollers. Static controller deployments may not alleviate this

problem, as IoT networks are mostly dynamic with plug-and-

play deployments of devices. Dynamic controller deployment

requires hosting the controller software over commercially-

off-the-shelf (COTS) devices and designing methodologies for

controller coordination, which is a challenging task [11]. The

problem is escalated with the objective of developing a fault-

tolerant or fault-resilient architecture in a network where the

majority of the flows are short-lived flows.
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Our contribution: To alleviate the above mentioned chal-

lenges, we, in this paper, integrate a distributed SDN control

plane with the in-network processing infrastructure, such that

the control plane can dynamically be deployed over the COTS

devices maintaining a fault-tolerant architecture. We design a

distributed, robust, migration-capable and elastically scalable

control plane framework with the help of docker contain-

ers [12] and state-of-the-art control plane technologies. The

proposed control plane consists of a set of small controllers,

called the micro-controllers, which can coordinate with each

other and help in deploying new applications for in-network

processing. The container platform helps in installing these

micro-controllers on the COTS devices; a container with

a micro-controller can be seamlessly migrated to another

target device if the host device fails, yielding a fault-tolerant

architecture. In addition to this, the deployment mechanism

for the micro-controllers ensure elastic auto-scaling of the

system; the total number of controllers can grow or shrink

based on the number of active devices in the IoT network. We

develop a set of special purpose programming interfaces to

ensure fault-tolerant elastic auto-scaling of the system along

with intra-controller coordination. Finally, we design a set of

application programming interfaces (API) over this platform to

ensure language-free independent deployment of applications

for in-network processing. Combining all these concepts, we

present Aloe, a distributed, robust, auto-scalable, platform-

independent orchestration framework for edge and in-network

processing over IoT infrastructures.

Aloe has multiple advantages for a IoT framework with in-

network processing capabilities. (a) The distributed controller

approach ensures that there is no performance bottleneck

near the controller. (b) The flow-setup delay is significantly

minimized because of the availability of a controller near every

device. (c) The fault-tolerant controller orchestration ensures

the liveness of the system even in the presence of multiple

simultaneous devices or network faults. An initial version of

Aloe has been presented in IEEE INFOCOM 2019 [13]. The

current version of the paper gives multiple additional features

of Aloe, along with formal proofs of its characteristics, such

as the convergence, the correctness and the closure of the

self-stabilization algorithm used in Aloe micro-controller de-

ployment. We additionally discuss various trade-offs for Aloe

deployment and service provisioning performance, based on

thorough experimentation and performance analysis under var-

ious realistic scenarios. Accordingly, we introduce a resource

management module to Aloe, which boost up the performance

under dynamic workload scenarios.

We have implemented a prototype of Aloe using state-

of-the-art SDN control plane technologies and deployed the

system over an in-house testbed and a 68-node Amazon

web services platform. The in-house testbed consists of 10
nodes (Raspberry Pi devices) with Raspbian kernel version

8.0. As mentioned, we have utilized docker containers to

host the distributed control plane platform. We have tested

Aloe with three popular applications for in-network IoT data

processing – (a) A web server (simple python based), (b)

a distributed database server (Cassandra), and (c) a dis-

tributed file storage platform (Gluster). We observe that

Aloe can reduce the flow-setup delay significantly (more than

three times) compared to state-of-the-art distributed control

plane technologies while boosting up application performance

even in the presence of multiple simultaneous faults.

The rest of the paper is organized as follows. § II discusses

about the existing works related to our problem. The basic

design and various components of Aloe are described in § III.

§ IV and § V discuss the design and implementation of the

proposed Aloe orchestration framework. In § VI, we present

the evaluation results from both in-house testbed and large-

scale AWS cloud deployments. § VII discusses about various

extensions of Aloe exclusive to this paper, where we provide a

time series based prediction method for resource reservation of

Aloe micro-controllers to ensure the quality of services (QoS).

Finally we conclude the paper in § VIII.

II. RELATED WORK

SDN distributed control plane [14]–[17] provides scalability

which is necessary for practical large scale IoT systems.

ONIX [18] and ONOS [19] are two popular distributed control

plane architectures. ONIX uses a distributed hash table (DHT)

data store for storing volatile link state information. On the

other hand, ONOS uses NoSQL distributed database and

distributed registry to ensure data consistency. Although both

of them can scale easily and show a significant amount of

fault-resiliency, they require high end distributed computing

infrastructure for execution. Deployment of such infrastructure

increases the cost of IoT deployment and leads to performance

degradation of IoT services. To tackle the high resource

requirements, Elasticon [20] uses controller resource pool

to enforce load balancing. They also proposed a hand-off

protocol for switch controller co-ordination to ensure the

serializability. However, Elasticon is not suitable for failure

prone IoT nodes. Similar problem is also faced by Kandoo [21]

and [22]. A Markov chain based formal model has been

proposed in [23] to analyse the dependability of optical

networks over double ring topology. However, maintaining a

double ring topology in a dynamic IoT system is challenging.

The fault-tolerant SDN control plane is discussed in [24]–

[26], where they have used multiple replica controllers, which

can take the place of a failed controller. However, the use

of replica controllers provides fault-resilience based on the

number of replica controllers. On the other hand, managing

state consistency between the primary controllers and the

slave controllers is difficult in an IoT network with a large

amount of flows. To overcome these issues, Aloe proposes an

auto-scalable, distributed, and fault-tolerant SDN control plane

using “self-stabilizing” controller deployment.

IoT applications generate short and bursty traffics. To avoid

the impacts of short flows, DIFANE [28] uses special purpose

authority switches. The authority switches can take localized

decisions based on pre-installed wildcard flow entries de-

pending on the traffic characteristics and network topology.

However, local authority switches create a problem for the

global state management of the network. DevoFlow [29] tries

to solve this problem by proactively deciding wild-carded

rules based on global state information. However, the dynamic
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TABLE I: Comparison of Existing Works

Names Key contributions
Issues

Plug

and Play

In-band

control

Short flow

friendly

Arbitrary

failure

ONIX [18], ONOS [19] Distributed network state N Y N N

Elasticon [20] Controller load balancing N N Y N

Kandoo [21] Hierarchical control plane N N N Y

BLAC [27] Controller scheduling N N Y N

DIFANE [28], DevoFlow [29] Pro-active flow installation N Y N N

SCL [30], ASCA [26] Replication based In-band control N Y Y N

RAMA [25] Consistency preservation N N N Y

TABLE II: Selected Abbreviations Used

Abbreviation Explanation

SDC Service deployment controller

SNC Super network controller

P2NM PushToNode Module

TMM Topology Management Module

SDM State Discovery Module

RMM Resource Management Module

MIS Maximal independent set

DHT Distributed hash table

COTS Commercially off the shelf

topology of the IoT platform prevents the proactive installation

of flow entries. Therefore, although DIFANE and DevoFlow

perform well in the case of a data center network, it delivers

substandard performance in the case of IoT platforms.

IoT requires in-band control plane as most of the switches

have limited network interfaces. Therefore, disruption in IoT

links impacts severely on multiple IoT nodes due to dis-

connection from the control plane. To provide disruption

tolerance, SCL [30] uses replication of controller applications

on strategic places of a network. SCL uses a coordination layer

inside the switch to provide consistent updates for a single

image, lightweight controllers deployed in an in-band fashion.

However, the use of a two-phase commit mechanism for

consistency preservation increases higher latency and affects

the flow setup delay for the short flows. Moreover, SCL

assumes the existence of robust channels among switches and

controllers, which is not possible in the case of low-cost

and resource-constrained IoT platforms. On the other hand,

DIFANE, DevoFlow and SCL exploit the data plane device

capabilities to provide quicker response time. In order to do so,

they require special purpose switches that can take decisions

locally without requiring controller consultation. Such switch-

level modifications may not be possible for every hardware

device. To avoid such scenarios, the proposed Aloe exploits

in-network processing platforms of IoT to deploy lightweight

controller instances to realize “control plane as service”.

To avoid hardware modification, BLAC [27] uses a con-

troller scheduling mechanism to dynamically scale the control

plane to accommodate the need of the system. BLAC intro-

duces a scheduling layer to achieve binding less architecture,

where all the flows from a switch can be dynamically sched-

uled to one of the many controller instances. Although, BLAC

reduces the switch hand-off issues, increases the flow setup

time. Therefore, BLAC re-introduces performance bottleneck

for IoT short flows.

From the discussion above and from the comparison of ex-

isting works given in Table I we can observe that the states of

the art control plane architectures are not effective in managing

IoT platforms. The reason behind the non-compatibility is the

existing works pour more focus on consistency of the network

state information than the availability and partition tolerance

of the control plane. However, theoretically it is not possible

to achieve all these goals simultaneously [31]. However, we

feel that availability and partition tolerance requires more

attention than providing strong consistency for IoT platforms.

The reason behind this is a dynamic and failure prone net-

SDC     

SNC     

LAN

Wired
Links

LEGENDS

  
    Interfaces
			OVS
 Service
Container

In-network
Processing Nodes

Wireless
Links

       C

Network
Devices

IoT
Devices

Fig. 1: Components of Aloe Infrastructure

work like IoT requires a highly available control plane than

preserving consistency for volatile short flow information. The

proposed Aloe ensures minimal flow initiation delay by using

a self-stabilizing linear time convergent lightweight controller

placement adjacent to the switches.

III. COMPONENTS OF ALOE

The Aloe orchestration framework exploits the capabilities

of the in-network processing architecture over an IoT platform

where devices work mostly in a plug-and-play mode. The main

components of the architecture are shown in Fig. 1. It can

be noted here that the proposed architecture does not bring

new hardware or software platforms at its base; instead, we

utilize the available COTS hardware and open-source software

suites to design this entire architecture. Our objective is to

design an orchestration platform that can be developed with

market-available components while integrating innovations in

the design such that the shortcomings of the existing systems

can be mitigated. We discuss the individual components and

their functionalities in this section.

A. Infrastructure Nodes

The networking equipment and devices are considered as the

infrastructure nodes. Therefore, nodes are essentially embed-

ded and resource-constraint devices like smart-gateways, smart

routers, smart IoT monitoring devices, etc. These devices

participate in communication and provide in-network process-

ing platforms for lightweight services by utilizing residual

resources. We consider that these nodes are either SDN-

supported or can be configured with open-source software

platforms like open virtual switch (OVS) to make them SDN

capable.

We use containerized platforms like docker [12] to offload

services in the IoT platform for in-network processing. The

containerized service deployment helps in supporting service

isolation and makes the architecture failsafe by supporting

live migration of containers. Further, containers reduce a
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programmer’s overhead for service delegation and cost of

deployment, as the same device can be used for in-network

processing of IoT applications along with the execution of

custom networking services.

B. Service Deployment Controller (SDC)

To identify the resource requirement and delegation of

the services which require in-network processing, we use a

centralized service deployment controller (SDC). The SDC

periodically monitors the resource consumptions of the nodes.

Once a new service is ready for deployment in the system,

SDC identifies the schedules in which the nodes can execute

the services without violating resource demands from indi-

vidual services. Once the schedule is generated, the SDC is

responsible for delegating the services based on the schedule.

It can be noted that the load of an SDC is much less compared

to the network management controller. Therefore we maintain

a single instance of SDC in our system.

C. Super Network Controller (SNC)

Network management in an IoT platform is non-trivial due

to the diversified inter-service communication requirements

and the dynamic nature of the network. Aloe uses a two-

layer approach. We deploy a high availability super network

controller (SNC) 1 at the first layer, which is responsible for

storing persistent network information, like routing protocols,

QoS requirements, the periodicity of statistic collection from

nodes, etc. A SNC also manages an access control list (ACL)

to provide necessary security to the infrastructure nodes.

D. Micro-Controller (µC

Although SDC(s) and SNC(s) are highly available, an IoT

platform has a time-varying topology due to the use of the

resource constraint devices and the devices being plug-and-

play most of the time. Therefore, the use of a centralized

controller cannot achieve fault-tolerance (failure of infrastruc-

ture nodes) and partition-tolerance (failure of network links

resulting in network partitions). On the other hand, unlike

SDC, SNC needs to be consulted by the nodes each time a new

flow enters the system. This consultation overhead increases

the communication overhead and flow initiation delay, which

also affects the performance of the services deployed in the

infrastructure. Therefore, Aloe uses a second layer of network

controllers named as “micro-controllers” (µC).

µCs are lightweight SDN controllers. Each µC stores

volatile link layer information of a small group of nodes placed

topologically close to it. Thus a µC maintains information

consistency by minimizing the delay between the governing

µC and the nodes managed by it. The SNC can aggregate these

statistics via REST API queries from the µC. Based on the

changing QoS of the services, network service provisioning

can be achieved in the µC via the same REST API. Based

on the configuration of the SNC, a µC collects statistics from

individual OVS modules of the nodes. Thus a µC can achieve

a fine-tuned network control for the infrastructure nodes.

1It is possible to use same physical device as SDC and SNC
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Fig. 2: Aloe function modules and their interactions

However, deployment of µCs in nodes might also create

a network partitioning issue. To avoid such an undesirable

scenario, Aloe uses a novel approach where the µCs are

encapsulated inside a container and deployed as a service

inside the infrastructure nodes itself. Thus Aloe supports µC

as a Service (µCaaS), which ensures fault-tolerance of the

system. µC containers can be migrated to a target node

quite easily with the help of the live-migration technique

of a container when the host node fails. Aloe ensures that

a set of µCs is always live in the system, maintaining the

requirements for minimized switch-controller delay. On the

other hand, a µC container can be customized depending on

the available capacity of the nodes and resource consumptions

by the controller applications. It can be noted that this µC

architecture is different from existing distributed SDN con-

troller approaches, such as DevoFlow [29] and SCL [30],

which require switch-level customization. µCs can run over

the existing COTS devices without any requirement for switch-

level modifications.

IV. DESIGN OF ALOE ORCHESTRATION FRAMEWORK

This section discusses the Aloe orchestration framework

by highlighting various functional modules of Aloe and their

working principles. Finally, we develop a set of APIs for

language-independent and robust deployment of applications

over the Aloe framework. The various functional modules of

Aloe and list of acronyms used are shown in Fig. 2 and Table II

respectively; the detailed description follows.

A. Aloe Functional Modules

The proposed framework consists of four node-level mod-

ules and one SNC-level module. The node-level modules run

inside the infrastructure nodes and decide the topology and

service parameters that need to be synchronized across various

nodes. These modules collaborate with each other to take

distributed decisions in a fault-tolerant way. It can be noted

that in Aloe, infrastructure nodes are mutable and they can

convert themselves as a µC if required. An interesting feature

of Aloe is that this decision mechanism is executed in a

pure distributed way, preserving the safety and liveness of the

system in the presence of faults. The functionalities of various

modules are as follows.
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1) Topology Management Module (TMM): We design Aloe

as a plug-and-play service, where an Aloe-supported IoT

device can be directly deployed in an existing system for

flexible auto-scaling support. The TMM initializes the Aloe

framework on a newly deployed node. The tasks of the TMM

are as follows – (i) identify the nodes in the neighborhood,

and (ii) determine whether an Aloe service is running in that

node. An Aloe service is of two types – (a) µC service, and

(b) user application service. To find out the active nodes in

the neighborhood, TMM uses Link Layer Discovery Protocol

(LLDP) which is a standard practice for SDN controllers. We

assume that each Aloe service deployed in the IoT cloud uses

a unique predefined port address. TMM queries about the ser-

vices in the local neighborhood via issuing a telnet open

port requests. Apart from the initialization, this module is

invoked on detecting a failure of a node/link or µC.

2) State Discovery Module (SDM): In case of a node or

a link failure after the initialization through TMM, there is a

possibility that the infrastructure nodes get disconnected from

the µC. To identify such a scenario, Aloe maintains various

state variables for each node as follows. (i) Controller State

(CTLR): This state variable decides whether a node is in a

general (does not host a µC service), µC (hosts a µC) or

undecided (an intermediate state between the general state

and the µC state) state. (ii) Priority (PRIO): This state variable

is required only if the node is undecided and denotes the

priority of the node for becoming a µC. The states associated

to nodes are kept and managed by the nodes themselves.

However, a node can access a copy of the states from its

neighbor to decide its state. SDM is responsible for accu-

mulating the state information collected from the neighbors.

SDM uses REST for this purpose. Once a failure event occurs,

TMM invokes the SDM. SDM keeps on executing periodically

until the node finds at least one µC in its neighborhood. The

periodicity of the execution of this module is dependent on

the link delay. For implementation purpose, we consider the

periodicity as the largest delay observed to fetch data from a

neighbor. The above functioning is different than control plane

state discovery module which runs inside the µC and keeps

track of the network states. In contrast to that, the proposed

SDM keeps track of the roles (i.e. acting as µC or not) that a

node is playing in its immediate neighborhood. The detailed

state transitions are given in Section A

3) µC Placement Module (µPM): Based on the neighbor

states collected through SDM, every node independently de-

termines whether it needs to launch a µC service. This is

done through the µPM module. We consider the nodes as

the vertices of a graph where the edges determined by the

connectivity between two nodes, and place the µC services

to the nodes that form a maximal independent set (MIS) on

that graph. An MIS based µC placement ensures that there

would be a µC at least in one-hop distance from each node,

which can take care of the configurations and flow-initiations

for the application services running on that node. As we have

claimed earlier and will show in § VI that the µCs utilized in

Aloe are significantly light-weight but efficient for performing

network and service management activities. Therefore the total

overhead due to MIS based µC placement is not significant.

For identification of a suitable set of µC capable nodes, we

develop a distributed randomized MIS algorithm given in

Algorithm 1. The novelties of this algorithm are as follows.

(1) Randomized: The algorithm selects different nodes at

different rounds, ensuring that the load for µC service hosting

is distributed across the network and does not get concentrated

on some selected nodes. (2) Bounded set: The number of

deployed µCs are always bounded based on the total number

of nodes in the network. (3) Self-stabilized: The algorithm is

self-stabilized [32] and converges in linear time ensuring fault-

tolerance of the system under single or multiple simultaneous

faults until complete network partition occurs. The proofs of

these properties are provided in the Section A.

Algorithm 1: µPM Controller Placement Algorithm

Input: B: Any arbitrary large value greater than maximum degree of the network.

1 Function Trial():

/* Breaks priority ties */

2 PRIO←

⌈

Rand()
B

⌉

;

3 return;

4 Function NeighborµC():

5 if Another µC in one-hop neighborhood then

6 return true

7 else

8 return false

9 Function UMPriority:

/* If node has unique maximum priority */
10 if PRIO of this node > maximum PRIO in neighborhood then

11 return true

12 else if PRIO of this node = maximum PRIO in neighborhood then

13 return false

14 else

15 return None

16 Function Main():

17 while state change detected do

18 if CTLR=general & NeighborµC()=false then

// No µC in neighborhood
19 CTLR← undecided;

20 Trial();

// Initialize priority
21 else if CTLR=µC & NeighborµC()=true then

/* Two µCs are adjacent */
22 CTLR← general;

23 else if CTLR=undecided & NeighborµC()=true then

/* µC found in neighborhood */
24 CTLR← general;

25 else

26 if UMPriority()=None then

/* Executor is not maximum */
27 continue;

28 else if UMPriority()=true then

/* Executor has unique maximum
priority, no need for further
trial. */

29 CTLR← µC;

30 else

/* Executor has maximum but not

unique priority */
31 CTLR← undecided;

/* Next round of trial starts */
32 Trial();

33 return

4) µC Manager Module (µMM): Once a node decides

its state through µPM, the µMM module initiates the µC

service on the selected nodes and establishes a controller-

switch relationship between the µC and the nodes with general
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state in the one-hop neighborhood. As we mentioned earlier,

a µC is initiated as a containerized service over the node

designated for hosting a µC by the µPM algorithm. For a

node with general state, this process may involve changing of

controller services from one µC to another µC, which requires

the reestablishment of the controller-switch relationship. For

this purpose, the SDN flow tables need to be migrated from the

old µC to the newly associated µC. The flow table migration

mechanism is specific to the SDN controller software used,

and will be discussed in §V.

5) PushToNode Module (P2NM): Along with fault-

tolerance, Aloe supports rapid deployment and runtime cus-

tomization of the system. To implement this feature, we

develop P2NM. Unlike the rest of the modules, P2NM is cen-

tralized and/or deployed in the SNC. It provides an interface

for monitoring and changing the policy level information for

the µC at runtime which is useful for system administrators.

Aloe supported policy level information include (i) ACLs, (ii)

controller application to be executed in the µC, (iii) routing

protocols running in the µC, and (iv) SDM update frequency.

Apart from the specified policies, Aloe also gives freedom to

its user to customize the Aloe modules itself. This feature is

achieved by developing a set of APIs as discussed next.

B. Application Programmer’s Interfaces (API)

The primary objective of this orchestration framework is

to deploy the controller as a service to the in-network pro-

cessing infrastructure in the form of a µC. There are some

significant differences between a user application service and

a µC service, which makes the deployment of the later non-

trivial. Unlike many user application services, performance of

the management is dependent on the topological position of

the µC services. A location transparent deployment of µC

might allocate all the µCs in the same node if the node has

sufficient resources. Such placement can degrade the network

performance of the infrastructure. However, our placement

algorithm is not an optimal solution. Therefore, during the

design of Aloe, we consider the extendibility of this work.

Many of the implemented functionalities of this framework

can be reused as API for distributed controller application

development. For ease of understanding, we only provide the

python sample programs here. However, all the APIs can be

invoked as bash shell commands over the SNC using P2NM.

1) Topology Monitor: Using this API, Aloe can detect

a topology change event (TopologyMonitor()) and take

actions accordingly. This API can also be used for general

purpose routing application, as given in the following code.

1 ’ ’ ’ F ind s h o r t e s t p a t h between dpidS and dpidD ’ ’ ’
2 G= TopologyMoni to r ( )
3 p a t h d p i d l i s t = F i n d S h o r t e s t P a t h (G, ” d e l a y ” )

Listing 1: Topology Change Detector

2) Distributed State Inspector: We develop this API to

observe the state of the nodes (getNeighborStates()),

which helps in developing new placement algorithms for µPM.

This API relies on a remote procedure call (rpc).

1 ’ ’ ’ F ind max p r i o r i t y amongst n e i g h b o r ’ ’ ’
2 s t a t e s = g e t N e i g h b o r S t a t e s ( )

Clos Tree 1 Clos Tree 2

Controller

IoT Gateway

N8

N9

N7

N2

N1 N10

N3 N5

N4

N6

Fig. 3: Testbed:Topology Fig. 4: Testbed:In Action

3 maxPr ioUndecided =max ( [ v [ ” P r i o ” ] f o r v i n s t a t e s .
v a l u e s ( ) i f s t a t e [ ”CTLR” ]== ” u n d e c i d e d ” ] )

Listing 2: Distributed State Inspector

3) Find Node Services: The framework requires to identify

the deployed services (getNeighborServices()) to en-

force service level policies. We provide a python API to ease

this task. The following example can be used for selective

service blocking ACL.

1 ’ ’ ’ S e r v i c e b l o c k i n g (ACL) ’ ’ ’
2 s e r v i c e s = g e t N e i g h b o r S e r v i c e s ( )
3 b p o r t = b l o c k i n g p o r t
4 i f ( b l o c k i n g p o r t i n s e r v i c e [ ” dp id ” ] ) :
5 Execu te ( ” ovs−o f c t l add−f low match : s r c =dpid ,

t c p p o r t = b p o r t a c t i o n : drop ” )

Listing 3: Find Node Services

Next, we discuss the details of the Aloe implementation as

a general orchestration framework.

V. ALOE IMPLEMENTATION

We have implemented Aloe as a middleware over Linux

kernel with the integration of open-source technologies, like

docker containers, various SDN controllers, and REST based

communication modules. The implementation details are de-

scribed as follows.

A. Environmental Setup

We deploy an in-house testbed using the topology given in

Fig. 3 for performance analysis of Aloe. The testbed follows

clos tree based topology and spans across two different sites to

resemble the topology given in [33]. The nodes in the testbed

are Raspberry Pi version 3 Model B. The nodes are con-

nected via multiple 100Mbps USB-to-Ethernet adapter-edges

representing the physical Ethernet links among the nodes.

Each links are configured to have 5Mbps of bandwidth and

100ms of propagation delay to match real life IoT deployment

specification. Further, to analyze the scalability of Aloe, we

have also deployed Aloe in a large-scale 68-node testbed using

Amazon Web Services (AWS). For this purpose, we consider

a sub-topology from rocketfuel [34] topology which

consist 68 nodes. The nodes in the topology are deployed

using 18 AWS nano instances (1 vCPU and 512 MB RAM)

and 50 AWS micro instances (1 vCPU and 1 GB RAM).

The AWS nodes are configured with Ubuntu 16.10 operating

system with Debian kernel version 4.4.0. To emulate edges

between the nodes, we use the Layer 2 Tunneling Protocol

(l2tp) between the AWS instances. Every infrastructure node,

both in the testbed and in the AWS, are configured with OVS.
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B. Implementation Aspects

Here we discuss two important implementation aspects

of Aloe – (i) flow-table consistency preservation during µC

migration, and (ii) choice of controller service for µC imple-

mentation.

1) Migration of µC and consistency preservation: Due to

changes in topology, node/link failure, network partition, or

update in SNC policy, Aloe may require controller migration

followed by a change in the node-controller association. We

implement a rpc and REST based API (changeCtlr())

which can dynamically change a switch’s allegiance from

a source µC to target µC. This API can be invoked by

either switch or participating µCs. changeCtlr() forces

the switch to invoke a “controller re-association

request” to the target µC with its previous µC ad-

dress. After receiving a “controller re-association

request”, the target controller invokes migration of flow

entries from the source µC. At the beginning of the migration

procedure, Aloe preserves snapshots of the source µC flow

table entries by sending REST queries to the source µC.

To make the migration process lightweight, the container

instance is not transferred from one node to another node;

instead, the source µC container is terminated, and a new

container is invoked at the target µC via rpc. In case of a

network partitioning between the previous µC and the target

µC, the target µC obtains the copy of flow table from the

corresponding switch itself. In case of network partitioning

between the source and the target µC, the target µC retrieves

flow tables from the switches only. Since, during the migration

procedure, new flow setup is deferred, the flow tables of the

switches are unmodified. On the other hand, to tackle the

inconsistency of neighbourhood information aroused due to

the topology change, TMM updates the topology information

eventually. In this way, the µMM preserves weak consistency

of the system. Once the migration process is complete, the

deferred flows are resumed. Due to the lower migration time,

flow termination during the deferred period is negligible.

2) Choice of controller service for µC: The efficiency

of Aloe is dependent on the efficiency of the choice of a

controller service for the µC. Deployment of a heavy-weight

controller can over-consume resources of the nodes; moreover,

one µC is only responsible for managing a small set of nodes.

Therefore, we target to opt for a light-weight µC for Aloe.

In order to identify a suitable controller platform for µC, we

compare a set of existing SDN controller services like “Open

Day light (ODL)” [35], “ONOS” [19], “ryu” [36] and

“Zero” [37] in our in-house testbed in terms of theirs resource

utilization. Amongst these controllers, “ONOS” requires high

TABLE III: Wilcoxon Rank Sum Test (↑indicates µC in top header
consumes less resources,←indicates µC in left header consumes less
resources, X indicates the choice is undetermined)

CPU

µC No µC Ryu Zero ODL

No µC ← ← ←
Ryu < 0.0001 ↑ ←
Zero < 0.0001 < 0.0001 ←
ODL < 0.0001 < 0.0001 < 0.0001

Memory

No µC ← X ←
Ryu < 0.0001 X ←
Zero > 0.03 > 0.01 ←
ODL < 0.0001 < 0.0001 < 0.0001

CPU Temperature

No µC X ← ←
Ryu > 0.39 ↑ ←
Zero < 0.0001 < 0.0001 ↑
ODL < 0.0001 < 0.0001 < 0.0001

memory consumption (> 500MB) which creates an instability

in the docker environment. Further, we have observed that

approximately 32% times, “ONOS” fails to execute over the

testbed nodes due to unavailability of sufficient virtual mem-

ory. Therefore, we report the performance of the controllers

other than “ONOS”. The performance is reported based on

three major system parameters – CPU utilization, memory uti-

lization and CPU temperature variation by generating 45 flows

randomly in the system using Python SimpleHTTPServer.

In Fig. 5a, we provide the comparison of the performance

of the competing controllers in terms of CPU utilization.

We observe that approximately 30% “ODL” µCs use more

than 30% of the CPU utilization. In comparison to that,

around 40% “Zero” µCs use 15% of the CPU utilization.

In Fig. 5b, we observe that almost 80% “ODL” µCs use

more than 600MB of memory space. All the other controllers

show lower memory utilization. Fig. 5c shows the variation

in CPU core temperature while executing different types of

controller services. The consolidated pair-wise comparison of

the controllers are provided in Table III (upper right triangle

in blue color). The notation X signifies that the comparison

cannot be obtained. On the other hand an upper arrow (↑)
suggests that the µC listed in the top header consumes less

amount of resources. We use←to denote the higher efficiency

of the µC application mentioned in the left header. To ascertain

the comparison, we perform a statistical hypothesis testing

using non-parametric, one-tailed Wilcoxon rank sum test (α =
0.01) [38]. Our alternative hypothesis assumes that the mean

resource consumptions and the core temperature is higher than

the one in the normal case. The left lower triangular part of

Table III (given in green color) signifies the p-values obtained
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TABLE IV: Wilcoxon Rank Sum Test conclusions with p-values over
response time of different applications:
X=Inconclusive, X=Aloe better, •=In band better

Services
Cassendra HTTP Gluster

Failure

0 X (>0.11) X (>0.20) •(<0.0001)

1 X(<0.0001) X (>0.04) •(<0.0001)

2 X(<0.0001) X(<0.0001) X (>0.39)

3 X(<0.0001) X(<0.0001) X(<0.01)

from the rank test. Our experimental results suggest that,

“Zero” requires less CPU utilisation, less CPU temperature

than almost all the competitors (except “ODL”). The memory

utilisation of “Zero” is indistinguishable to that of “Ryu”.

“Zero”’s micro-kernel architecture is responsible for the

resource requirement benefits. Therefore, we use “Zero” as

our choice of µC in both testbed and AWS.

With this implementation, we evaluate the performance of

Aloe, as discussed in the next section.

VI. EVALUATION

We have tested the performance of Aloe with three different

categories of standard applications which are common and

useful for an IoT based platform – (i) HTTP service (Python

SimpleHTTPServer): used for bulk data transfer via web

clients, (ii) distributed database service (Cassandra): for

data-driven applications, and (iii) distributed file system ser-

vice (Gluster): used for file sharing and fault-tolerant file

replication over a distributed platform. We further compare

the performance of Aloe with BLAC [27], a distributed

SDN control platform. To emulate realistic fault models in

the system, we have injected the faults using Netflix Chaos

Monkey fault injection tool. We have taken the measurements

under all possible link fault combinations 2 in the testbed and

100 different random fault combinations in AWS3.

A. Application Performance

Fig. 6b compares the download time of a 512MB file hosted

using the HTTP service under the influence of both BLAC and

Aloe over the in-house testbed. The results are obtained by

varying all possible source-destination pairs in the topology.

We observe that, even though Aloe results in higher download

2A node failure is equivalent to simultaneous failure of multiple links.
Therefore, all possible link failure automatically covers node failure scenarios.

3All experiments are repeated 3 times

time compared to BLAC when there is no failure in the system,

the performance improves rapidly in the presence of link

outage. While injecting failure, we observe that approximately

30% connections are timed-out while operating under the

governance of the BLAC controller. However, Aloe reduces

such flow termination4 (< 5% connection time-out for Aloe).

To compare the differences of the nature of the results for each

service, we performed a Wilcoxon rank sum test. The p-values

and conclusion from the test is summarised in Table IV.

Fig. 6a shows the response time of Cassandra search

queries. Here, we observe a significant difference in the

characteristics of the plots due to the nature of the service.

Unlike HTTP, Cassandra utilizes short flows to fetch query

results. Therefore, we observe that Aloe provides a significant

improvement in the query response time. However, in case of

Gluster, Aloe performance is marginally poor compared to

BLAC until there are 3 link failures (Fig. 6c). Gluster flows

are short-distant flows, usually within one-hop. The flow-setup

delay is almost negligible for a one-hop flow. Therefore the

µC deployment overhead of Aloe is more when the number

of failures is less.

Similar behaviors are observed in the large-scale deploy-

ment of Aloe in the AWS cloud. In Figs. 7b and 7c, HTTP

and Gluster response times show similar characteristics as

observed in the testbed. In the case of Cassandra (Fig. 7a),

all the cases perform significantly better than BLAC. From

these observations, we conclude that Aloe performs signifi-

cantly better for the services that generate long-distant mice

flows (like database synchronization). For a long-distant flow,

the flow setup delay is high, which gets further affected by

link failures. As a consequence, Aloe performance is better

for failure-prone systems, like IoT clouds, as the flow-setup

delay gets increased with the recovery time due to a failure.

B. Dissecting Aloe

Aloe flow-setup time is dependent upon the convergence

time of µPM and the path restoration time. Fig. 8a shows

the distribution of the average convergence time of Aloe in

the presence of failure. We have an interesting observation

here that as the number of simultaneous failures increases,

the convergence time drops. This can be explained as follows.

Let us consider two different faults. If the two faults are at

two different sides of the network, then two waves of µPM

4Only in such cases, where the network is partitioned
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starts executing simultaneously from two different ends of the

network. These two waves get diffused in the network and

meet in the middle of the network at convergence. That way,

multiple faults create multiple such µPM waves in the network

in parallel, and as these individual waves need to deal with a

smaller part of the network, they converge quickly.

The convergence phase is followed by the path restoration

due to a change of the controller positions in case of a

failure. To identify the performance of the path restoration,

we measure the average number of flow adjustments done

by the framework. The number of flow adjustment depends

on the topology and the number of flows passing through

the failed links. Therefore, to compare the result, we provide

the enumerated number of flow adjustment required for all

possible cases of link failures in Fig. 8b. We observe that

the experimental observations closely match with the results

obtained by enumeration. Further, these metrics have a direct

impact on the flow-setup delay. To understand the effect of

these factors, we compare the flow-setup delay for BLAC

control plane and Aloe. To identify the flow-setup delay, we

use ping to transfer a single ICMP packet. Fig. 9c shows

that although Aloe marginally increases the flow setup-delay

in the absence of a failure, it provides quick flow-setup when

multiple faults occur in the network.

We observe that the overhead of distributed µC in Aloe

is responsible for the increase in the flow-setup delay during

the no-failure scenario. However, it is difficult to compare the

exact overhead of the BLAC control plane and Aloe due to

the differences in the nature of the overhead. We measure

the overhead with respect to two different factors. Fig. 9a

shows the comparison between BLAC and Aloe regarding the

number of openflow events generated over a period of

100s. Aloe additionally generates REST queries to support

inter-controller communication, therefore it has more number

of openflow events compared to BLAC. Fig. 9b depicts the

number of REST queries generated in Aloe. During the failure

events, Aloe µC may need to migrate from one node to

another. Fig. 10c shows the data transfer overhead required for

migration, which is in the order of a few KB. As the number

of nodes in the IoT environment are increased, the number of

flow table entries are also increased. Therefore, the transfer

size per migration also increases when the number of nodes

are increased. The size of the flow table entries also increases

with more number of failures in the network, which introduces

some of redundant flow entries (“zombie flows”). However, we

observe that, the effect of redundant flows has marginal effect

when the number of nodes in the system are significantly high.

Due to these overheads, Aloe incurs higher communication

overhead than the BLAC control plane. However, due to the

significant reduction in flow-setup time, Aloe ensures better

flow throughput than BLAC, as shown in Fig. 8c.

Although Aloe incurs communication overhead, Aloe en-
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sures a significant drop in the average flow-setup delay. To

limit the flow-setup delay, Aloe provides elastic auto-scaling

by increasing the number of µC instances to guarantee that

each node can find a µC in its neighborhood. Fig. 10a shows

the average number of µC instances when the network scales,

as obtained from the AWS implementation. The effect of

elastic auto-scaling is shown in Fig. 10b5 which indicates that

the flow-setup delay only increases marginally in comparison

to the BLAC controller, which incurs a significantly high flow-

setup delay as the number of nodes in the network increases.

VII. ALOE PERFORMANCE OPTIMIZATION

Aloe µCs are deployed over existing network infrastructure

which may have their own workloads due to the application

services deployed in them; we call them as the application

workloads of the devices. We perform a pilot study to check

the impact of application workload of the devices on Aloe

performance. We use the same AWS cloud-based deployment

of Aloe as discussed earlier. Fig. 11 shows the impact of

application workload on Aloe performance. To increase the ap-

plication workload of the devices, we use “stress-ng” [39]

tool. During the experiments, memory and CPU utilization

of the devices have been increased from 0% to 30% of

the actual capacity. When the application workload of the

devices are increased, the system resources get over-utilized

due to thrashing. Therefore, the system performance reduces

aggressively as the µC receives less CPU time. Additionally

more swap events are generated which increases the flow

setup time, as we observe from Fig. 11c. These observations

confirms that, Aloe µCs require special attention in terms of

resource reservation for severely loaded systems. We accord-

ingly develop a resource management framework for Aloe,

which is discussed next.

5Each experiments are repeated atleast 10 times

A. Effect of Resource Reservation

Reserving resources for µC applications ensures QoS in

terms of flow setup time. To optimize the performance of

the system, the resource reservation must match the resource

demand of the µC. However, the resource demands of a

µC at a particular time depends on the amount of flows

managed by that µC. Therefore, we assume that the resource

demand of a µC follows a temporal pattern and depends on

the network state of the IoT infrastructure. Although over-

provisioning resources to the µC improves the QoS, it might

affect the primary workload of the devices; therefore, it can

have negative impact on the overall application performance.

Consequently, we implement a Resource Management Module

(RMM) based on Monitor-Forecast-Adapt strategy which gets

executed in each µC to balance the µC resource demands

and the primary workloads of the devices. Fig. 12a shows

the components of Aloe RMM which consists of three sub-

modules. a) Resource Monitor periodically collects the usage

statistics of the µC and stores it in a JSON data-store. b) Usage

Estimator periodically analyzes the time-series of the resource

usage pattern of the µC and predicts the probable resource

demand for the next time period. c) Resource Enforcer is

responsible for actually resource reservation for the µC based

on the predicted resource demand.

1) Prediction of µC Resource Demands: For prediction of

resource demands, it is important to identify the distributions

of the resources which depend on the flow arrival pattern.

However, in practice, it is difficult to estimate the flow arrival

distribution for a large scale IoT platform with heterogeneous

applications executing in it. Therefore, we choose a forecasting

model based on the characteristics of the IoT applications. We

focus on two basic characteristics of the IoT applications. (i)

IoT applications generate bursty and short lived flows [6]. The

bursty and short living nature of IoT flows reveal that, the flow

arrival rates per µC during a discrete time interval is cyclic.

(ii) These characteristics also suggest that, the flow arrival
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Fig. 12: Resource Reservation for Aloe µCs

rates follow a non-stationary property. Therefore, we use Au-

toregressive Integrated Moving Average (ARIMA) [40] model

for forecasting of individual resource requirements. ARIMA

relies on the mean reversion principle of non-stationary data

to forecast the future strategy based on the time series by

employing autoregression.

2) Performance Improvement with Aloe RMM: We have

integrated the RMM module with Aloe and tested it over

the AWS platform as discussed earlier. Like many statistical

modeling methods, identification of parameters for ARIMA is

a non-trivial challenge. Therefore, we use auto-ARIMA [40]

based on our experimental observations to individually fore-

cast the CPU and memory demands according to the resource

utilization time series. Fig. 12b shows the amount of CPU

reserved for the µC in various load scenarios remains almost

constant. Fig. 12c shows the memory reservation of the µC ap-

plication due to resource reservation module. From the results

we can observe that, the memory reservation amount increases

in case of 30% load. The reason behind this observation lies

in the OVS to µC mapping technique used in Aloe µMM. An

OVS chooses a µC based on how quickly the µC responds

to its join request. As the system load increases, a lightly

loaded µC is more likely to provide a quick response time.

Therefore, the lightly loaded µCs are likely to get connected

with more switches with high number of flows passing through

those switches, which in turn increases the memory overhead

of those µC. Next we check how accurate the RMM prediction

model can perform based on the mean average percentage error

(MAPE). Fig. 12d revels that, the proposed RMM provides

significantly low MAPE for prediction of the memory. On the

other hand, higher MAPE was observed for CPU utilization

prediction. The reason behind this observation is fluctuation

of CPU is very frequent which the underlying ARIMA can

not predict always. Therefore, the performance of the IoT

applications are also influenced. Figs. 13a and 13b compare

the resource utilization between the µC and IoT application

in terms of CPU and memory. From Fig. 13a, we observe

that the accuracy of RMM does not significantly affect the

performance of memory utilization by the IoT applications.

However, the reduced accuracy of used ARIMA sometimes

over provisions more CPU time to the µCs. As a result the

IoT application receives less CPU time than its demand in

such cases.

Interestingly, the IoT application (like GlusterFS) shares

more host resources than the µC; therefore, a slight resource

biasing towards the µCs improve their performance signifi-

cantly, while having marginal impact on the performance of

the IoT application. We present this observation in Fig. 14a,
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where we compare the performance of the RMM in terms of

flow setup time with that of no-RMM. The results justifies

that the RMM ensures low variations in flow setup time

as opposed to the no-RMM case. In fact use of RMM can

significantly improve the performance of IoT short flows by

reducing average flow set-up time by 13%− 120% in various

load scenarios. However, due to the resource reservation of

µC, the application may suffer due to insufficient resources.

To understand this effect, we compare the performance of

the GlusterFS application before and after implementing the

RMM in Fig. 14b. We find that, the increase in mean download

time due to effects of RMM while downloading a 25MB file

using GlusterFS varies between 2% − 7% for different load

conditions which is considerably small.

VIII. CONCLUSION

In this paper, we present Aloe, an orchestration frame-

work, for IoT in-network processing infrastructures. Aloe uses

docker container to support lightweight migration capable in-

band controllers. This design choice helps Aloe to provide

elastic auto-scaling while keeping flow setup time under con-

trol. Aloe provides controller as a service to exploit in-network

processing infrastructure and supports fault and partition tol-

erance. The performance of Aloe has been tested thoroughly

and compared with a very recent orchestration framework

(BLAC). The results indicate a significant improvement in

response times for distributed IoT services. The low-level

system properties of the Aloe framework can be validated

through formal modeling of the Aloe functional algorithms,

which can also provide the formal guarantee of the system

performance. We keep this as a future direction of this work.
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APPENDIX

The core characteristics of Aloe depend upon the proposed

MIS algorithm (Algorithm 1) in µPM. Here we analyze the

theoretical properties of the MIS algorithm used in Aloe.

For this purpose, we denote the topology of the in-network

processing infrastructure as a undirected and unweighted graph

G = (V,E), where V represents the set of in-network

processing nodes and E represents the communication links

between them. We define a node v as the neighbor of another

node u if there exists a communication link between u and v.

The state of a node u is defined as the a variable CTLR and

is denoted as CTLRu. As per Algorithm 1, CTLRu can take

one of the following values – general,undecided and µC.

A node goes through a state transition based on the state of

its neighborhood and the value of the PRIO variable of the

closed neighborhood. For the ease of reference, we present the

state transitions of a single node using Fig. 15. Based on the

the individual state of the nodes, we define the term “global

state” to represent the overall state of the platform. The global

state of the platform is defined as S = (CTLRu : ∀u ∈ V ) is

an ordered tuple of length |V |. We define a “legitimate state”

as any particular global state among the all possible global

states, where no further statement can be applied at any node.

Line22: If C in neighborhood∃μ
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CTLR = undecided
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Fig. 15: State transition diagram of a node u

As mentioned earlier, we claim that the proposed algorithm

is self-stabilizing. A proof of self-stabilization requires the

proof of Closure property and Convergence property. The

closure property of a system states that, the system will remain

in a legitimate state if the system was in legitimate state and

there is no perturbation in the system. On the other hand,

if the convergence property is ensured by the system, the

system will reach to a legitimate state in the absence of further

perturbation.

A. Aloe µPM Ensures Closure Property

Theorem 1. If any node in the IoT platform is in Undecided

state then the platform executing Algorithm 1 is not in a

legitimate state.

Proof: Let us assume that, CTLRu =undecided and

the platform is in a legitimate state. In that case, only the

following scenarios may occur.

Case-1 If ∃v : CTLRv = µC and v is in the neighbor-

hood of u. In that case, NeighborµC() returns true and

Line 24 will be applicable.

Case-2 ∄v : CTLRv = µC for all v in the neighbor-

hood of u. Let Qu denotes the set of all v such that, each

v is a neighbor of u and in Undecided state.

Case-2.i If u has unique maximum priority (i.e. UMPri-

ority()=true) or Qu = ∅, u executes Line 29.

Case-2.ii If u has maximum priority but not unique (i.e.

UMPriority()=false) then, u executes Line 31.

Case-2.iii If u does not have maximum priority (i.e.

UMPriority()=None) then, ∃v which has/have maxi-

mum priority and it/they will execute either Line 29 or

Line 31.

All these cases mentioned above contradicts the assumption

that, the platform is in a legitimate state. Therefore, we can

claim that, Algorithm 1 can not be in a legitimate state when

at least one of the nodes is in the Undecided state.

Theorem 1 also proves that, if the platform is in a legitimate

state, all the nodes are in either in the µC state or in the

general state. As the system can not execute any statement

in a legitimate state, then the following statements holds.

Corollary 1.1. (Closure property) If no failure occurs, an IoT

platform in “legitimate state” will remain in a legitimate state

forever.

The significance of legitimate state can be described by the

theorem as follows.

Theorem 2. If the platform is in a legitimate state, the set of

µCs form a maximal independent set (MIS) of G.

Proof: To prove this statement, we use proof by contra-

diction. We assume that the platform is in a legitimate state

and the µCs do not form a MIS. There can be only two cases

possible as per the definition of MIS.

Case-1 The set of µC does not hold the independence

relationship. Therefore, ∃u, v such that they are neighbor

and both of them are in µC state simultaneously. In this

case, Line 24 is applicable.

Case-2 The set of µC does not hold the maximality

relationship. Therefore, ∃u having general state can

become µC without affecting other µCs. In this case,

atleast one of the nodes can execute any one of statements

given in Lines 19, 29 and 31.

Both of the cases mentioned above violates the the legitimate

state assumption of the platform.

Theorems 1 and 2 proves that, Aloe is stable and consistent

when there is no failure in the platform and after reaching

legitimate state all µCs form a MIS of the original IoT

platform. Thus, the flow setup delay is minimum as each

switch has one µC in its vicinity.

B. Aloe Convergence after Each Failure

As a legitimate state can not accommodate any node in

undecided state, the platform can only reach in a legitimate

state once all the nodes in undecided state have changed

their states by taking suitable transitions. So, in the following
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theorem, we prove that traces of the state changes possible in

individual nodes.

Theorem 3. Only the following sequence or subsequence of

state change is possible for each node during the execution

of the algorithm, if no further failure occurs in between.
(Undecided→general→Undecided→general)

(Undecided→general→Undecided→ µC),

(µC→general→Undecided→general),

(µC→general→Undecided→ µC)

Proof. As per Fig. 15, if a node u initially had µC or

general state, then it requires at most 2 or 1 state change

to reach Undecided state, respectively. On the other hand,

if a node u executes Line 29, it will not execute any other

rule unless a failure occures; and no other nodes in the

neighborhood of u can become µC after that. Therefore, if

u executes Line 29, its neighbors can only execute Line 22.

These properties ensure the statement of Theorem 3.

However, Theorem 3 does not ensure a bound on the number

of statement execution required for a node to reach general

or µC from undecided state. We prove the expected bound

based on the distribution of the event of finding unique

maximum value of PRIO variable in the close neighborhood.

Theorem 4. If N is number of nodes in a closed neighborhood

of any u, then P (N,B) denote the probability of finding an

unique maximum in the closed neighborhood of u. Then

P (N,B) =
(N×

∑

B

i=1 i(N−1))

(B+1)N

Proof. Let i be the highest priority in a configuration S
after a round, where each round corresponds to the event of

generating the priority by at most each nodes in the closed

neighborhood of u. The unique maximum property suggests

that, only one node has PRIO= i and the rest of nodes can

have 0 < PRIO ≤ i − 1. The value of i can vary from 1 to

B. For a fixed i, the rest of PRIO values of the nodes can

be arranged in N × i(N−1) different ways. Hence the total

probability calculated for a UMPriority generation event can

be expressed as follows.

P (N,B) =
(N×

∑

B

i=1 i(N−1))

(B+1)N

If all nodes in the closed neighborhood of u are in

Undecided state, all of the N nodes are executing Line 29

or Line 31 as there is no µC adjacent to them. To find the

expected number of rounds for one of the intermediate node

to become µC, we have to find the expected number of rounds

in which there will be only one node with maximum priority

in the neighborhood.

Theorem 5. If X denote the random variable indicating the

number of rounds required to find a unique maximum priority

in the closed neighborhood of u then E[X] ≤ e.

Proof. The random variable and the distribution function can

be represented as follows.

Pr [X = r] = P (N,B)(1− P (N,B))(r−1)

The expected number of rounds can be calculated as Eq. (1).

E[X] =
1

P (N,B)
=

(B + 1)N

N
∑B

i=1 i
N−1

(1)

As the value of N is upper bounded by (B + 1), Eq. (1) can

be expressed as follows.

E[X] ≤
(B + 1)B+1

(B + 1)
B
∫

0

iB di

=
(B + 1)(B+1)

B(B+1)
= (1 +B−1)(B+1)

The upper bound of E[X] is attained at B →∞ and the value

is calculated in Eq. (2).

lim
B→∞

(

1 +B−1
)(B+1)

= e (2)

Therefore, E[X] ≤ e. This result signifies that a node and it’s

neighbors require expected “e” statement execution by each

node for generation of unique maximum priority generation

event.

Theorems 3 to 5 proves that, each node is expected to

execute 2+e statements to reach a non undecided state from

any arbitrary state. We can also conclude that, the cumulative

number statement execution of the entire platform to arrive at

a a legitimate state from any arbitrary state is expected to be

O(|V |). Hence, the proposed algorithm is linear in terms of

execution complexity.
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